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K-12 Cyber Breaches in the News

A cyberattack on Illuminate 
Education, a student-tracking 
software, involved personal 
identifiable information of 

more than 1 million students 
in major school districts 

around the country. The data 
included student ethnicity, 
test scores, disabilities and 

behavior incidents.5

A ransomware attack on 
Battelle for Kids, a nonprofit 

education technology 
organization, led to the breach 

of personal identifiable 
information of 500,000 

students and 56,000 staff of 
the Chicago Public Schools.6

 

Officials at the Los Angeles 
Unified School District balked 
at paying ransom demands to 

hackers, who then released 
personal identifiable information 

– including social security 
numbers, health information, 

student psychological 
assessments, tax forms and bank 

account details – to the dark 
web for further exploitation.7

Making Education Technology an Asset … Not a Liability

Prior to the pandemic, many K-12 schools and school systems were slow to adopt digital education 
technology to support their administrative services and enhance classroom learning experiences. In 2020, 
though, they were forced to quickly implement a wide range of technology software and service solutions 
to support learn- and teach-from-home environments. Most of these tools will continue to be utilized by 
students, teachers and administrators in our new, high-tech, post-pandemic environment. 

This digital education technology comes with risks. When schools act quickly within rapidly changing 
environments, important due diligence steps – including product investigation and consideration 
of compatibility with existing systems – might be rushed or even neglected. This can leave K-12 
schools vulnerable to cybercriminals, who can interrupt online classroom sessions, hijack parental 
communications, steal personal identifiable information and shut down school IT systems with 
ransomware attacks. 
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Common education 
technology applications

	+ Videoconferencing
	+ Emailing
	+ Online learning apps
	+ Curriculum management
	+ Administrative platforms
	+ E-textbooks
	+ Gamification/“Edutainment”

Evolving applications 

	+ Artificial Intelligence-enabled 
personalized learning

	+ Asynchronous learning
	+ E-sports and new generations 

of education gamification
	+ Virtual and augmented reality learning

Compromised third-party vendor technology isn’t the only route for K-12 IT cyber infiltration; user 
error and poor system maintenance are often to blame as well. Schools must be vigilant on all fronts. 
Unfortunately, only 62% of school districts have purchased cybersecurity insurance.1 Those without 
coverage will bear the financial impact of these likely breaches on their own through “self-insurance.” 

Providing unique management solutions for each of our K-12 education clients is a priority for IMA’s 
Education Practice and Advanced Industries Practice groups. Since not all school situations are the 
same, these groups collaborate internally and work with each of our K-12 clients to assess their 
cyber risks, identify their risk transfer options and advise them on best pre-claim and post-claim risk 
management practices. 
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THE EXPERTISE GAP...

21% internal cybersecurity 
staff, 21% outsourced 

cybersecurity expertise, 
58% gap to reach 100%.2

LOSING TECHNICAL EXPERTISE...

31% of the current internal 
education IT leaders plan to 

retire within the next five years.3

NOT AT MY SCHOOL…

Only 8% of IT staff consider their 
district to be at a high risk for a 

ransomware attack.4

Private K-12 institutions are especially 
attractive cyber targets since they’re 
more likely to store family financial and 
employment information on their IT systems.

More than half of school 
cybersecurity breaches can 
currently be attributed to K-12 
technology service providers. 
Errors by staff and students 
account for 21% of the incidents.

Source: The State of K-12 Cybersecurity: A Year in 

Review. K-12 Information Exchange.

K-12 Vendor
55%

Other/
Undisclosed

24%

Staff
14%

Students
7%

School District Vendors Responsible for 
Majority of K-12 Data Breaches

Initiator of K-12 Data Breach/Leak Incident: 2016-2021



5

Cyber Risk Management in K-12 Education

Source: The State of K-12 Cybersecurity: A Year in Review. K-12 Information Exchange.
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Where Does Cybersecurity Fit within School Priorities? 

Cyberattacks aren’t the only challenge facing K-12 institutions at this time. On a daily basis, they’re 
also addressing: 

	+ Staffing levels – 55% of teachers plan to retire earlier than they had initially planned. There are 
already 567,000 fewer public-school teachers at this time compared to pre-pandemic years.8

	+ Student achievement – After learning from home through much of 2020, students have fallen 
behind five months in math and four months in reading. The impact is even greater for 
historically disadvantaged students.9

	+ School violence – Parents and faculty are demanding school facilities be more secure. 

Source: The State of K-12 Cybersecurity: A Year in Review. K-12 Information Exchange.
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Cybersecurity Best Practices for Proactive 
Risk Management

Pre-Claim Best Practices

Take proactive steps to prevent a cyber breach or minimize its impact 

DISASTER RECOVERY & CONTINUITY 
Maintain a detailed written plan that can be implemented with urgency on short notice.

TABLETOP EXERCISES 
Test the plan at least annually. Update and improve it based on the exercise. 

THIRD-PARTY VENDOR SELECTION 
Identify third-party specialists to engage in the event of a breach. 
This includes an attorney, IT consultant, forensic accountant, public relations firm and ransomware 
negotiator. Vet these specialists and confirm a fee agreement if possible. Consider using the pre-vetted 
service suppliers suggested by your cyber insurance carrier.

EMPLOYEE TRAINING 
Ensure staff members understand the technology systems they’re using. Reinforce bring-your-own-device 
policies. Require frequent training regarding phishing and “link bait” threats and consider using random 
simulations to test these vulnerabilities. 

MULTI-FACTOR AUTHENTICATION 
Require users to provide two or more verification factors to access IT resources.

REMOTE DESKTOP PROTOCOLS 
Create secure channels of access from staff home computers to the school’s IT desktop using VPNs and 
other safeguards. 

ENDPOINT SECURITY PROTECTION 
Integrate next-generation antivirus and behavior-based protocols within the technology environment.

OFFLINE BACKUPS 
Save data to a storage system unconnected to the school’s server frequently and regularly.

INVEST IN QUALITY IT LEADERS 
Ensure the school and school system are utilizing the highest level of internal or consultant IT expertise.

Cyber Risk Management in K-12 Education
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Post-Claim Best Practices

Adhere to the plan and avoid making the situation worse

COMMUNICATION PROTOCOLS 
Notify your insurance carrier in accordance with your cyber policy terms and conditions. Notify other 
parties you’re obligated to inform per contractual agreements. Advise staff on a need-to-know basis, 
providing an appropriate level of detail in order to control external information releases. 

REPORTING TO AUTHORITIES 
Contact the appropriate authorities and regulators, not only in the event of a breach but in circumstances 
that could give rise to a breach. 

ATTORNEY-CLIENT PRIVILEGE 
Follow your attorney’s guidance regarding the release of any information to any party. 

ASSUME CURRENT ENVIRONMENT REMAINS COMPROMISED 
Adjust all electronic communication and IT activity as if the IT environment is still compromised. 
Maintain these practices until you receive assurance from reputable, third-party sources that the IT 
systems are safe. 

RANSOM NEGOTIATION 
Immediately engage with a third-party professional who specializes in IT ransom situations. Don’t 
negotiate without them. 

PUBLIC INFORMATION 
Control the information that goes public by ensuring all communication is released through your public 
affairs team or a third-party consultant. Confirm that is has been cleared by legal counsel. 

LESSONS LEARNED 
Review what went well, what didn’t go well and what was missed. Revisit and improve your IT 
environment and your Disaster Recovery & Continuity plan based on this experience. 

“Criminal hackers have recently targeted U.S. school districts and will likely 
continue to escalate their attacks this school year, federal agencies warned…. 

Attacks may increase as the 2022/2023 school year begins and criminal 
ransomware groups perceive opportunities for successful attacks.”10

Cyber Risk Management in K-12 Education
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IMA’s Special Practice Groups

K-12 EDUCATION

	+ Charter Schools
	+ Private Schools
	+ School Districts 

HIGHER EDUCATION

	+ Community Colleges
	+ Private Colleges
	+ Private Universities
	+ Technical Colleges

TECHNOLOGY

	+ AI and ML
	+ Blockchain
	+ Cloud & Infrastructure
	+ Hardware & Electronics
	+ Software & System 

Developers
	+ Technology Services & 

Consulting
	+ Telecommunications & 

Network Service Providers
	+ Web3

“Only half of districts surveyed said they require 
cybersecurity training for teachers and all other staff.”11
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Support Structure + Value Added Services
IMA actively surrounds and supports clients with value added services, tailored to serve the unique 
challenges of our clients.

 + Certificates of Insurance/
Auto ID Cards

 + Claims Management 
& Coordination

 + Contract Review
 + Due Diligence

 + EH&S Program Consultation
 + Global Risk Solutions
 + Industry Analysis & 

Insurance Implications
 + Property Engineering
 + Regulatory Monitoring

 + Retention Analysis
 + Risk Control
 + Workers’ Comp 

Predictive Analytics
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