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Background
The U.S. healthcare industry, which includes ambulatory healthcare services, hospitals, and nursing/
residential facilities is a $2.8 trillion industry that has experienced modest growth of over the past five 
years. During that time, annualized revenue in the three primary areas of healthcare will have increased 
as follows1:

 + Ambulatory healthcare services (44.0% of the industry sector): revenue increase of 5.3%

 + Hospitals (45.7% of the industry sector): revenue increase of 4.9%

 + Nursing and residential care (9.8% of the sector): revenue increase of 3.4%
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Hazard 1: Failure to Fully Utilize Employee Financial Incentives

The labor shortage has increased the competition for all workers at all levels of healthcare. Due 
to the high stakes associated with patient care and the tremendous additional levels of stress for 
employees working in this industry since early 2020, facility leaders will need to be aggressive with their 
compensation packages.

Cash bonuses for longevity, referrals, new hires, and even random, “just-because” moments will help 
them remain an employer of choice.

Additionally, the most talented and experienced healthcare workers are in a prime position to explore 
options that would increase their compensation and other benefits. Healthcare organizations that don’t 
take an aggressive “Total Rewards” approach to employee compensation are at a greater risk of losing 
out in the competition for these professionals.

Total Rewards includes an informed and thoughtful balance of:

 + Base wages

 + Incentives

 + Benefits

 + Work-Life Balance

 + Training and Career Growth

Background
A July 2021 survey of hospitals by McKinsey & Co. found that nursing staff turnover and patient vacancy 
rates were forcing healthcare facilities to change their care models and even limit capacity. Clinical 
support staff coverage was a major concern as well.2

The challenge is exacerbated by the three factors:

1. Most jobs in this field cannot be performed remotely. Recruiters don’t have the luxury of looking for 
out-of-state workers since this would involve relocations in the midst of a very challenging job and 
housing market.

2. Employees in the healthcare field who were furloughed in 2020 are now finding work in other, 
possibly less demanding, fields.

3. Healthcare workers are increasingly subject to vaccine mandates that some are not willing to accept.
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Hazard 2: Missing Opportunities to Alleviate Chronic Conditions of Overtime and Overwork

In today’s healthcare workplaces, there’s a very real risk of a spiraling cycle of employee overwork 
that leads to resignations that in turn lead to even more overwork for the remaining employees. 
Organizations that don’t find a way to short circuit this cycle will be victims of it.

Health service employers should authorize prioritization of responsibilities so an employee may not feel 
overwhelmed. They might also explore ways to safely and prudently reallocate work at each level down 
to UAPs, volunteers, and lesser skilled employees. At administrative levels they can explore options to 
outsource tasks or accomplish as much as possible with volunteers or remote employees. 

Hazard 3: Failing to offer Unique Benefits and Uplifting Experiences

Money isn’t everything. If employers don’t explore the less tangible reasons for healthcare staff turnover, 
they won’t be in a position to address them. This could include solving an individual employee’s personal 
challenges related to childcare, transportation, flexible hours, or even parking costs. Employer support 
and solutions that ameliorate the impact of these kinds of life necessities can transform them from 
reasons to leave to reasons to stay.

Recognition and camaraderie are important workplace features, as well. Healthcare facility managers 
should make time for “we’re in this together” moments that can promote bonding and a few minutes of 
relief. Counselors should be available on site, and managers should encourage counseling visits for each 
employee taken outside of their scheduled breaks. 

Hazard 4: Improper Job Descriptions and Automated Resume Screening

There’s a tendency to take a “kitchen sink” approach to crafting job descriptions that doesn’t distinguish 
between the skills or experience that are necessary for the job and those that are “nice to have.” A 
detailed, wide-ranging job description that identifies an idealized candidate, perfect in every way, can 
preclude someone who is well-qualified from even looking into the opportunity.

The impacts of this kind of job description overreach are exacerbated when it becomes the input for 
automated hiring and screening software services. In these cases, if the candidate’s resume doesn’t 
reference enough of the “nice to have” skills, it will be rejected out of hand, even before a human being 
can get a better idea of the applicant’s possible overall suitability.3
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Hazard 1: Failure to Follow Best Practices for Reviewing Vendor Supply Chains

Through the first half of 2021, 60% of reported healthcare IT breaches were triggered by vendors 
whose products contained exploitable flaws.5 No matter how secure the organization’s own policies for 
cybersecurity are, faulty vendor software products or devices can become the critical point of entry to 
the organization’s system.

In April 2021, the SmartClinic patient information management app from Elekta Inc., was hacked by 
cybercriminals. This exposed patient identification and health information from the 42 healthcare 
systems that use the service. The files of these companies were also encrypted and held for ransom.6

If healthcare providers don’t follow established best practices for vendor management and product/
service IT due diligence, such as those published by the National Institute of Standards and 
Technology,7 they may be next. 

RISK in Focus
Cybersecurity

Background

Few industries make better targets for cybercriminals than healthcare service providers. These 
organizations are responsible for maintaining personal and patient health information (PHI), some of 
the most sensitive information available and, therefore, some of the most valuable information targeted 
by ransom attacks. Patient files also contain marketable personal identity information, including dates 
of birth, street and email addresses, credit card and other financial information, Medicaid and Medicare 
account information, and social security numbers.

The business impact of these cyber incursions is significant and the fallout from a cyber breach for a 
healthcare organization can be severe due to the loss of trust, reputational damage, financial cost, and 
patient suits. The most damaging aspect of cyber breaches for a healthcare organization is how IT system 
downtime impacts operational downtime and patient care.

Unfortunately, the risk of cyberattacks is increasing. Each year, healthcare providers collect, store (often 
in the cloud), and share an increasing volume of information, thanks to additional software solutions, 
mobile apps, and devices connected to the Internet of Things. This all adds up to more data and more 
points of entry into the data-related systems of these service providers.4

Hazards Contributing to the Risk 
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Hazard 3: Not Keeping Cybersecurity Top of Mind

There are many imperatives when managing a successful healthcare facility. Obviously patient and 
resident care should be job #1. But not far behind, the organization must make cybersecurity an 
ongoing employee focus with daily reminders about risk scenarios and stories of cyber intrusion in 
other locations – the errors that were made and the consequences.

Some healthcare systems use an automated caution reminder on emails that come from outside the 
organization. These can increase vigilance about embedded links, for example, but employees quickly 
get accustomed to seeing these reminders and their impact fades.

Healthcare employees should be made acutely aware that cybersecurity is a critical new norm, to the 
point that care providers are also in the business of patient data protection. To have the most impact, 
these messages must come from the very top, not delegated to the assigned IT security staffer. And 
these leaders must completely understand the issues and speak the language of cybersecurity so 
they can credibly communicate that message. 

Hazard 2: Inadequate Staff Training

In nearly every industry, including healthcare services, employee error proves to be a critical weak link 
that allows for cyber infiltration. When employees click links or open documents within a phishing email, 
they can grant cybercriminals access to the user’s account and ultimately to the organization’s entire 
system.

Once they’ve infiltrated the system, cybercriminals can also begin a new round of internal and external 
phishing by taking over a user’s account and sending seemingly legitimate emails asking for additional 
confidential information.

Cyber criminals are experts at social engineering,8 the art of subtly 
leading an employee to divulge sensitive information or take other 

dangerous steps they would never make if they stopped to think twice 
about that action. These kinds of attempts and attacks will continue, 

and this valuable personal identification information will be 
vulnerable as long as healthcare organizations fail to continually 

train employees about cyber risks and what to look out for with 
both kinds of phishing emails. Some organizations go so far 

as to periodically send test “phishing” emails to their staff to 
evaluate vulnerability and provide training moments. 

RISK in Focus | Healthcare



 9

Hazard 4: Failure to Have an Adequately Funded, Ongoing  
Cybersecurity Program in Place

Defeating cybercriminals means staying one step ahead of them with technology and safe practices. 
The state of the art is continually advancing, and organizations need to move right along with it. 
Healthcare IT security team should be encouraged and empowered to explore best practices through 
industry organizations and other business groups.

Another element of this ideal cybersecurity program is “active threat hunting,” in which the organization 
retains a trusted cyber professional to act as a hacker. This expert explores the organization’s IT 
structure and attempts to uncover security gaps and vulnerabilities.

Still another important aspect of this program is maintaining contingency plans for how to address a 
cyber intrusion and isolate/limit its impact. These protocols can help minimize the damage if they’re 
promptly adhered to. 

Hazard 5: Neglecting to Set and Enforce File Sharing Policies

For reasons suggested above, certain information should never be shared in external and even 
internal emails and email attachments. If healthcare providers don’t establish patient communication 
portals and insist on their use, the information will continue to be vulnerable. It’s important to explain 
to patients why the organization is using these processes and to emphasize the potential harm and 
exposure each party could face from cybercriminals if they don’t follow these security policies.

Similarly, internal policies should prohibit colleagues from sharing certain patient and client information 
in electronic communication whenever possible. With those policies in place, employees will ideally 
think twice when they’re asked to respond to a seemingly legitimate inquiry from a co-worker – an 
inquiry that was spoofed or otherwise socially engineered. 
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Hazard 1: Neglecting to Conduct Specialized Professional Training for Staff

Most potential victims in an active assault situation freeze. That’s an understandable reaction when 
something so foreign happens in such a familiar place – even in a healthcare environment where workers 
may be used to dealing with victims of violence and where team members are already on high alert and 
under stress.

Active assailant training, though, is designed to shorten that “freeze” reaction and help people take the 
right actions in the critical first seconds and minutes of a facility assault in order to save their own lives, 
the lives of their colleagues, and the patients in their care.

This training should include how to recognize signs of danger, actions to take based on the caregiver’s 
location and the assailant’s location, and whether and how to confront the assailant. This last element is 
an important difference in a hospital setting, since evacuation may not be possible for many members 
of a healthcare team, not to mention their infirm or incapacitated patients. Staff may be compelled to 
remain in a dangerous environment.

There are organizations that conduct specialized active assailant training for healthcare facilities that 
address these dilemmas. 

Background
Acts of public, mass casualty violence are becoming more frequent across the U.S.

The personal heartbreak, psychological damage, and physical damage from a mass assault lasts long 
after the television crews have left. Victims’ families suffer the greatest loss. Employees may suffer 
permanent psychological damage as well.

According to one study, the rate of assaults in healthcare settings is four times higher than in other 
private-sector workplaces.9 This isn’t surprising given that hospitals and emergency clinics often maintain 
24-hour access. Their patients may be emotionally volatile due to illegal drug use or mental psychoses. 
Emotions may run high in these settings with distraught family members. Certain clinics that engage in 
legal but controversial procedures may be targeted by extremists.

While no healthcare facility can eliminate the possibility that their location will be a mass assault site, 
they can take steps to protect as many of their people as possible and minimize the impact of this kind of 
incident in other ways. To be clear, the facility administrative team’s first and primary focus should be to 
limit injury and the loss of life. But they should also take steps to minimize physical damage so they can 
maintain continuity of care in the hours and days after the assault. 

RISK in Focus
Active Assailant Situations
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Hazard 3: Failure to Use Special Care When Separating a Disgruntled Employee

In some cases, active assailants are taking revenge against perceived injustices by a former employer 
and/or employees at that work location. A poorly handled discharge can increase the chances of this.

In the event of a potentially contentious discharge of an employee, especially an employee who has an 
observed record of violent outbursts or of making threats, the human resource team might consider 
offering a more generous severance arrangement than would otherwise be warranted if they feel this 
might de-escalate the situation. They might also consider including a licensed therapist in that exit 
session who can attempt to defuse a situation as well as evaluate if the person should be considered an 
ongoing threat that would warrant other actions.

Hazard 4: Neglecting to Obtain Sufficient Insurance Coverage

The insurance market has responded to these violent scenarios by creating an Active Assailant insurance 
product that covers various types of violent attacks. Though General Liability and Business Interruption 
coverage is available in the marketplace and can respond to these events, a standalone Active Assailant 
policy will be more robust and include both first-party and third-party coverages.

These policies typically provide medical expenses, counseling costs, and funeral costs for third parties 
and employees, all of which may not be covered under standard Business Interruption and General 
Liability policies. Additionally, these policies provide ancillary support services such as dedicated crisis 
management and proactive loss control to best plan for and respond to violent events. 

Hazard 2: Failure to Maintain a Current Emergency Plan for Active Assailant Scenarios

Healthcare facility administrators maintain emergency plans for a variety of situations – power outages, 
damaging storms, and, unfortunately, many other scenarios. Each plan will be different in some respects.

While an active assault may be one of the least likely scenarios for any given healthcare facility, this 
situation warrants careful planning with documented elements, including:

 + Emergency exit options and ideal paths to those exits

 + Communication with law enforcement – who does it, how to do it, and when to do it

 + Where to meet and regroup outside the building

 + How to continue to provide care post-event while law enforcement investigators are on the scene 
doing their jobs

RISK in Focus | Healthcare
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Background
Climate change-induced weather has never been more apparent than in the last several years. The 
increased frequency of wildfires, floods, freezes, and hurricanes driven by droughts and other weather 
patterns has been noteworthy. NASA reports that nineteen of the warmest years on record have 
occurred since 2000. 1998 was the anomaly.10

The National Oceanic and Atmospheric Administration points out that the altered weather patterns have 
led to more extreme weather – intense rainstorms that cause flooding and droughts that exacerbate 
wildfires.11 Warmer ocean temperatures are triggering more destructive hurricanes.12

Prudent healthcare facility siting and property management is more important than ever so that these 
organizations can continue providing necessary services in periods of destructive weather. 

RISK in Focus
Climate Change

Hazard 1: Failure to Properly Plan for Emergency Evacuations

Healthcare facilities providing onsite care can be subject to flooding, hurricanes, or wildfires with 
little notice. Those are not the times to figure out what systems and processes might be at risk or 
decide how to safely transfer their patients and their care to other locations.

The organization should be working well ahead of 
time with specialized consultants to develop detailed 
evacuation plans with contingencies. These plans are 
often in the form of flowcharts that address patient 
sequencing, varying levels of perceived danger, and 
decision points – for example, whether to wait and 
reassess the situation or begin evacuations.13

Hazards Contributing to the Risk 
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Hazard 2: Lack of Ongoing Training

While it’s usually not possible to simulate a full-fledged evacuation, segments of the plans can be 
reviewed and rehearsed on a smaller scale. Training should take place at the most basic levels with 
scenario-driven walkthroughs.

Many facilities also take advantage of tabletop exercises that can facilitate training and plan review at the 
higher, facility-wide level for scenarios that range from shelter-in-place situations to evacuations. 

1Curran, Jack. Health and Social Assistance in the US. IBISWorld Industry Report 62. PDF File. August 2021.
2https://www.beckershospitalreview.com/workforce/staffing-remains-top-challenge-for-hospitals-amid-increased-nursing-turnover-survey-finds.
html
3https://www.inc.com/jessica-stillman/hiring-resume-screening-software-job-descriptions.html
4https://www.cdw.com/content/cdw/en/articles/security/the-cost-of-cybersecurity-in-healthcare.html
5https://www.scmagazine.com/news/breach/vendor-incidents-lead-the-10-biggest-health-care-data-breaches-of-2021-so-far
6https://www.hipaajournal.com/advocate-aurora-health-jefferson-health-and-intermountain-healthcare-affected-by-elekta-ransomware-attack/
7https://csrc.nist.gov/publications/detail/nistir/8276/final
8https://www.exabeam.com/information-security/social-engineering/
9https://www.medpagetoday.com/upload/2014/5/1/fa-gdkelen.Pdf#:~:text=Hospital-Based
10https://climate.nasa.gov/vital-signs/global-temperature/
11https://www.noaa.gov/education/resource-collections/climate/climate-change-impacts
12https://www.nytimes.com/2020/11/10/climate/climate-change-hurricanes.html
13https://www.ahrq.gov/research/shuttered/hospevac4.html
14https://msc.fema.gov/portal/home
15https://news.yahoo.com/hurricane-ida-death-toll-jumps-223452369.html

Hazard 3: Neglecting to Disaster-Proof Surrounding Property

Healthcare facility managers should take careful note of the environment around them. They can, for 
example, determine if their facility lies in a flood plain,14 and if so, identify water runoff routes that might 
affect the facility. They should identify large trees and fragile structures that could cause harm in a high 
wind situation.

Then, to the greatest extent possible, they should work with planners and others to minimize those risks, 
for example by creating alternative drainage channels, removing excess brush that can bring a fire to the 
doorstep, and removing aging trees and structures that could topple onto the facility.

Hazard 4: Failure to Consider the Reputational Risk of Poor Environmental Planning

As noted, when our increasingly volatile climate generates an extreme weather event such as flooding, 
storm surge, or loss of power or utilities, less hardened healthcare facilities may have to evacuate and 
relocate residents who are already medically compromised. This an opportunity to shine… or to fail 
miserably. That means it’s a reputational moment.

Nothing exemplifies an organization’s compassion and professionalism than an orderly evacuation with 
caring staff ministering to the infirm residents in their care. And nothing will irretrievably damage a 
facility’s reputation and its support by the public and local officials than a poorly managed evacuation as 
we’ve seen recently.15
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