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Hazard 1: Placing Buildings and Property in Coastal and Forested Areas

Decisions about building locations are based on many factors, and some of those elements can work at 
cross-purposes. Structures that are close to the coast or in wooded areas may have aesthetic appeal, but 
these locations are far more vulnerable to damage from natural disasters. 

Weather and climate-related catastrophes cost individuals, communities, and taxpayers a record  
$22 billion in 2020.1 Owners that build and lease inside a 100-year flood plain or adjacent to a national 
forest can be subject to high insurance premiums and significant business interruption unless they utilize 
the following best practices:

+ Reviewing flood maps to ensure finished 
floor elevations are at least three feet above 
100-year flood levels or are ideally not in any 
floodplains

+ Performing twice-yearly exterior building 
maintenance to clean roof downspouts and 
scuppers

+ Maintaining defensible space around structures 
by removing combustible trees and shrubbery

+ Establishing and following business 
interruption plans and putting in place flood 
barriers, backup power systems, and hot sites 
that can ensure business continuity

RISK in Focus
Failure to Address Environment, 
Social + Governance Issues

Background

Organizational success is driven by factors other than the traditional market conditions related to 
production, marketing, sales, and service. 

Many other considerations – both within and outside of the business owner’s control – can affect their 
company’s financial health as well. These include: 

+ The natural environment + Societal norms and trends + Internal governance matters

In other words, business leaders must maintain a deliberate focus on ESG (environment, social, and 
governance) imperatives. If not, their company’s prospects will decline, just as surely as if the company 
became out of sync with traditional marketplace factors like pricing or quality. 

Hazards Contributing to the Risk 

RISK in Focus
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Hazard 2: Society’s Misuse of the Court System

Increasingly, juries in commercial auto/fleet accident lawsuits are encouraged and emboldened to 
approve settlements intended to “send messages,” put companies out of business, or provide instant 
“jackpot” wealth for a victim. These settlements have consequences, though, including insurance rates 
that are either unprofitable for the carrier or unaffordable for the consumer. 

The companies most at risk for this are those that:

+ Fail to invest in fleet telematics that incorporate 
video capture to defend against fraudulent or 
specious claim

+ Neglect to provide feedback to drivers based on 
the observations obtained from these telematic 
systems

+ Fail to review their drivers’ motor vehicle 
records at least annually

+ Defer vehicle maintenance or replacement of 
tires and delay regular inspections of critical 
components such as brakes

+ Don’t take the opportunity to pro-actively 
reach out to the other party in an accident to 
offer, for example, a loaner car in a way that 
sets a supportive tone and may reduce the 
involvement and influence of legal counsel

Hazard 3: Derivative Lawsuits Against the Board of Directors Related to DE&I

The poor public exposure, loss of goodwill, and employee dissatisfaction that can come with a derivative 
lawsuit related to a company’s performance in the area of diversity, equity, and inclusion (DE&I) can be 
extremely damaging. Business leaders should aggressively review their policies and performance in these 
areas and take all necessary steps to make improvements. 

Data shows that companies that make employee selections with an eye toward DE&I considerations 
outpace their competitors. In a 2018 study, the Boston Consulting Group found that “Companies that 
reported above-average diversity on their management teams also reported innovation revenue that was 
19 percentage points higher than that of companies with below-average leadership diversity.”2 Similarly, a 
National Association of Corporate Directors survey of private companies found that 93% of directors felt 
board diversity was essential to foster “broader perspective and expertise.”3

Too many business leaders approach this issue incorrectly, though, and that leaves their company 
vulnerable to derivative lawsuits from activist shareholders. Unfortunately, they often: 

+ Fail to perform general, third-party governance 
reviews of corporate documents and 
disclosures. This can set a precedent for 
failure to deliver on promises (which is a 
primary function of a board), including those 
commitments related to DE&I. 

+ Neglect to engage a reputable third-party, such 
as a public relations firm, to ensure or develop 
alignment between DE&I commitments and 
deliverables.

+ Fail to proactively communicate their policies 
and record of performance on DE&I issues to 
their shareholders. This may leave the average 
shareholder to assume the worst and be 
susceptible to influence to vote for extreme 
measures. 
 
 

Senior leaders and board members should be aware that D&O liability underwriters are also asking 
how the company is working to address racial and gender diversity at the highest levels, based on well-
managed corporate initiatives.
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Hazard 4:	The	Release	of	Customer	and	Employee	Personally	Identifiable	Data

Socially engineered attacks to acquire personal information from customers or employees are a 
significant and growing risk. More than 650,000 people reported cases of identity theft to the Federal 
Trade Commission in 2019.4 These thieves are increasingly targeting medical facilities to obtain social 
security numbers. 

Ransom attacks are another fast-growing cybercrime – it was up 139% in the third quarter of 2020 
compared to the same timeframe the year before.5 Typical ransom demands following a successful cyber 
infiltration attacks can be in the millions of dollars for a large company.

These attacks will continue, and this valuable personal data will be vulnerable, as long as companies:

+ Fail to train employees about cyberattack 
risks and what to look for. (Some companies 
send test “fishing” emails to their employees 
periodically to measure vulnerability and 
provide training moments.) 

+ Maintain poor firewalls and fail to review the 
security of industrial machinery to identify 
possible hacking entry points.

+ Neglect to advise employees on legitimate 
service providers who are authorized to provide 
IT services for the company.

Hazard 5: Poor Management of Utility Consumption and Waste Generation

Business leaders are confronted with environmental performance expectations from all sides, including 
customers, employees, lenders, shareholders, and other stakeholders. These parties want to see 
evidence that the company is reducing its carbon footprint and making continual reductions in water 
consumption, energy consumption, and waste generation. The pressure is also internal and operations-
driven since many of these environmental initiatives can reduce energy costs and operating expenses. 

Organizations will have a poor environmental story to tell, and miss out on cost-savings 
opportunities, though, if they:

+ Don’t set firm initiatives and goals in all of 
those areas, based on guidance from reputable 
consulting and engineering teams.

+ Fail to implement and report on progress in 
these areas on a timely and regular basis.

+ Neglect to take visible steps to conserve energy 
by replacing old, power-inefficient appliances 
within the facility, and implementing other 
modifications that are noticed by employees 
and promoted to other stakeholders.
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Hazard 6: Serious Injuries to Employees or Customers 

Potential hazards can be found nearly everywhere one looks in a commercial workplace environment. 
Employees and visitors can be harmed from falls from heights, slips and falls, workplace violence, 
electrocution, being struck by equipment, getting caught in machinery, fires and explosions, chemical 
inhalation, amputation, as well as debilitating back and spinal cord injuries. 

The good news is that workplaces are getting marginally safer. According to the U.S. government, 
workplace injuries and illnesses were down almost 5% between 2014 and 2019.6 Workplace injuries won’t 
ever be eliminated, though. The challenge must be addressed at the highest, internal governance 
levels, since workplace injuries are most common within companies and facilities whose leaders:

+ Fail to invest time to create a safety culture 
where risks are anticipated and engineered out, 
and where rapid corrective action takes place 
as soon as hazardous conditions are identified

+ Don’t embrace and foster a culture of 
continuous improvement

+ Continue to accept the lost productivity, work 
disruption, legal inquiries, higher insurance 
premiums, and competitive disadvantage 
stemming from their relatively higher 
workplace accident rates

RISK in Focus
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Hazard 1:	Failing	to	be	Proactive	in	Supporting	Local	Workforce	Development

Approximately 40% of 18 to 24-year-olds in the U.S. are enrolled in a two- or four-year college program.7 
In spite of that, our high school education system continues to focus on preparing students for a college 
education and subsequent career track, with all the debt and lost-earning years that path entails. Yet 
the number of job openings as of February 2021 in manufacturing, utilities, construction, and wholesale 
trade combined are double that of professional services.8

Trade schools, on the other hand, continue to prepare high school students for careers in manufacturing, 
construction, and other trades. Additionally, some high school students are eager to join the workforce 
immediately and are already well-qualified for manufacturing and retail positions that can lead to 
management careers. If business leaders in these industries don’t partner with trade schools and market 
to high schoolers through the schools’ placement offices (offering apprenticeship programs, for example), 
they’ll miss out on this group of exceptional younger workers. 

Background
With COVID rapidly receding in our rearview mirrors, business activity is ramping up again. Hospitality, 
food service, retail, construction, manufacturing, transportation, and other sectors that were hit the 
hardest, will soon be facing the same labor shortage issues as they did in 2019 when unemployment 
stood at roughly 3.7%, down from 3.9% the year before.

As companies staff up again and bring back team members or hire new ones, they’ll soon be reminded 
how challenging it is to maintain fully staffed teams. The key to keeping a top-notch team is to develop 
and adhere to a comprehensive strategy that encompasses both retention and recruitment tactics. 
Companies that don’t pay adequate attention to this challenge or devote sufficient resources to it will 
never completely win that battle.

RISK in Focus
Lack of a Skilled Workforce

Hazards Contributing to the Risk 

RISK in Focus
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Hazard 2: Neglecting to Disprove Negative Stereotypes of Certain Industries

Today’s manufacturing, construction, and similar blue-collar worksites are a far cry from those of 30 
years ago. Yet, the stigma remains of dirty facilities, dangerous heavy machinery, and workers laboring in 
low-wage jobs. Of course, that doesn’t accurately describe the vast majority of these worksites today. But 
unless company leaders take every opportunity to disprove them, those myths will persist.

Company owners who fail to develop an even modest public relations campaign by hosting an occasional 
“open house” for neighbors, students, public officials, and media, for example, are missing an incredible 
opportunity to not only improve the image of their industry and company, but to recruit potential 
employees. 

And if the leaders don’t provide their employees a reason to be proud of their company, role, and career 
(by offering better than average wages that support a good lifestyle, for example), the company is missing 
out on a tremendous source of positive PR – informed, word-of-mouth endorsements and validation, 
which is the best kind of promotion there is.

Hazard 3: Ignoring	the	Need	to	Offer	Genuine	Opportunities	for	Advancement

According to government surveys, Baby Boomers take new jobs an average of 12 times during their 
careers.9 No doubt we’ll discover that number will be even higher as workers in subsequent generations 
progress in their careers. The dissatisfaction that prompts these moves can come from a number 
of sources, but one of them is certainly the employee’s perception that they are in a “dead end” job. 
Unfortunately, too often they’re right. 

Company leaders that don’t actively counter this concern will experience higher turnovers, with all the 
associated costs related to productivity and training. On the other hand, organizations can generate 
employee loyalty and longevity by:

+ Investing in employee training and certifications

+ Discussing paths forward in the course of 
frequent employee reviews

+ Interviewing current employees for higher-level 
openings

+ Giving current employees an extra advantage 
or “benefit of the doubt” when it comes to filling 
a higher-level vacancy

+ Maintaining a bias-free workplace with 
equal opportunity for all when it comes to 
promotions
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Hazard 4:	Not	Taking	Advantage	of	Social	Media	to	Generate	Applicants

A company’s brand and reputation can make or break its ability to attract the best talent. Increasingly, 
commercial brand polishing and brand promotion need to take place on social media, where, for better 
or worse, today’s labor pool is most attuned. Very few companies can attract applicants just based on the 
company’s name. The vast majority need to approach the recruiting process with the mindset of selling, 
rather than “offering an opportunity.”

Additionally, companies are missing out on all the benefits social media-based recruiting can offer if 
they don’t use these forums to:

+ Promote their environmental and socially 
relevant activities and policies

+ Post job openings that match the flavor and 
tone used on the sites

+ Take the same brand promotion approach 
in marketing to applicants as they would to 
potential customers

+ Not only describe the company and the job, but 
opportunities for advancement

+ Use available techniques and features, like 
doing live broadcasts, using ephemeral 
interfaces, and showing employees interacting 
in the workplace10

Hazard 5:	Not	Offering	Industry-Leading	Benefits	and	Wages	

In the end, an employee’s loyalty is, and should be, to themselves and their families. The best employees, 
the ones a leader needs to keep on board, know that they’re talented, marketable, and in demand. What 
keeps them in place to a large extent is their own bottom line – better-than-competitive wages and 
benefits. 

And if business leaders assume that employee benefit preferences haven’t changed since 2019, along 
with nearly everything else about the workplace, they’re going to find themselves significantly out of step, 
uncompetitive, and missing their best performers. 

A recent study from early 2021 found a general trend to enhance the following benefits to address 
employees’ current priorities11:

+ Professional development and coaching

+ Enhanced healthcare plans

+ More work-from-home options

+ Enhanced mental health and wellness services

+ Family and parental support

+ Student debt loan assistance

+ Financial wellness support and planning

Leadership teams that don’t shift their benefits to match up with these priorities will find that their 
outdated packages aren’t as attractive as they used to be.

RISK in Focus
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Background
Whether a company is relying on the receipt of shipments of raw material inputs, parts, sub-assembled 
items, or finished good for resale, they face an ongoing challenge to minimize inventory, while at the 
same time ensuring inventory is on hand when it’s needed. Just-in-time delivery is the ideal, but if 
companies cut these scheduling margins too closely (as we saw within COVID), operations can quickly 
grind to halt when suppliers have issues or if unforeseen circumstances arise anywhere in the supply 
chain. This risk has been highlighted recently with the shortage of computer chips from a small group of 
suppliers and the resulting impact on the auto manufacturing industry in the U.S.

RISK in Focus
Supply Chain Mismanagement

Hazard 1:	Taking	a	One-Size-Fits-All	Approach	to	Supply	Disruption	Planning

Not all disruption events are equivalent. Experts make a distinction between “catastrophic” and “shock” 
events based on their predictability, impact, and duration.12 Leaders that don’t account for those 
distinctions risk over-preparing (with higher ongoing costs) or under-preparing (to the point of possible 
business failure) if they don’t take a multi-tiered, variable approach. 

Similarly, in the process of creating appropriately redundant supplier sources, companies must avoid:

+ Relying on multiple suppliers who are in the same geographic area.

+ Choosing a group of suppliers who are interdependent on each other or who might all be impacted 
by shocks within their own identical supply chains. 

Hazard 2: Neglecting Ongoing Quality Review of Key Suppliers

When business owners fail to maintain a rigorous audit of key suppliers, quality changes that go 
unnoticed can cascade to the company’s own products. Not all supply inputs are perfect, but the 
company should develop a detailed set of criteria related to error tolerances of their own product and 
then work backward to determine how much tolerance for error can be accepted in the key components 
from their own materials suppliers.

Hazards Contributing to the Risk 

RISK in Focus
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Hazard 3: Failure to Maintain Redundant Shipment Options

The blockage of the Suez Canal in 2021 is an extreme, but enlightening example of the fragility of the 
world’s commercial transportation systems. Whether for raw materials or finished products, leaders who 
neglect to explore and lock in diversified shipping partners and transportation modes and routes put at 
risk their company’s ability to move their supply materials in and their products out. 

Major shipping hubs and chokepoints pose the most risk – such as a blocked cross-continent canal, 
a major port shut down due to union activity, a washed-out railroad bridge, a regional warehouse 
destroyed by fire, or even a key interstate highway closed for multiple days by weather. The sources of 
these hazards are diverse; some are predictable in the short term, others are random. But the delays in 
deliveries could lead to idle production and the failure to meet contractual obligations.

Hazard 4:	An	Over-Reliance	on	Ocean	Freight	Transportation

One specific area of supply chain vulnerability is ocean-going shipping. In many cases this is a necessary 
shipping mode due to the size and weight of the supply materials. This also can be an extremely cost-
effective mode, so long as extended delivery times are not a concern. 

The shipping choke points related to ports and canals noted above are one concern. But if company 
leaders aren’t planning contingencies and addressing two additional areas of risk with ocean shipping, 
they may find themselves in an untenable situation without access to needed supplies. Those risks 
relate to:

+ The uncertainty of long-term supplies of diesel fuel, given societal concerns with climate change. 
Alternative bio-diesel fuel may not be available in sufficient quantities soon enough to fill the gap. 

+ Trade imbalances between countries and international regions that may result in critical shortages 
of shipping containers. Major manufacturing countries, such as in China, face a dearth of these 
standardized containers, while the U.S., a net importer, is inundated to point where they represent 
hazards in our major ports.

1https://www.fastcompany.com/90592686/natural-disasters-cost-the-
u-s-a-record-22-billion-in-2020
2https://www.bcg.com/en-us/publications/2018/how-diverse-
leadership-teams-boost-innovation
3https://www.nacdonline.org/insights/publications.
cfm?ItemNumber=67803. P 25
4Identity Theft Statistics (2020) — What You Need to Know to Stay Safe 
(capitalcounselor.com)
5Ransomware Trends You Need to Know in 2021 | Axio (https://axio.
com/insights/ransomware-trends-you-need-to-know-in-2021/)
6Bureau of Labor Statistics Data (bls.gov)

7The Condition of Education - Postsecondary Education - 
Postsecondary Students - College Enrollment Rates - Indicator May 
(2020)
8https://www.bls.gov/news.release/jolts.t07.htm
9How Often Do People Change Jobs? (thebalancecareers.com)
10Social media recruiting: trends and features to watch (workable.com)
11Expert Roundup: Employee Benefits and Wellness Trends in 2021 - 
Savology
12https://www.mckinsey.com/business-functions/operations/our-
insights/risk-resilience-and-rebalancing-in-global-value-chains
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