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Hazard 1: Failure to use Special Care When Separating a Disgruntled Employee

In some cases, active assailants are taking revenge against perceived injustices by a former employer 
and/or employees at that worksite. A poorly handled discharge can increase the chances of this 
happening.

In the course of a potentially contentious discharge of an employee, especially an employee who has 
an observed record of violent outbursts or of making threats, the human resource team might consider 
offering a more generous severance arrangement than might be otherwise warranted if they feel this 
might de-escalate the situation. They may also consider including in the meeting a licensed therapist who 
can not only attempt to defuse a situation but evaluate if the person should be considered an ongoing 
threat and take appropriate professional steps.

Background
Acts of public, mass casualty violence are becoming more frequent across the U.S. The personal 
heartbreak, psychological damage, and physical damage from an indoor mass shooting lasts long after 
the television crews have left. Victims’ families suffer the greatest loss. Co-workers can suffer permanent 
psychological damage as well. 

Assailants tend to choose their location based on the type and number of potential victims that are 
assured to be present – selecting workplaces (in many cases their former worksite in a revenge scenario), 
entertainment venues, retail centers, places of worship, and other buildings with relatively easy access 
and limited security. 

While no building owner can eliminate the possibility that their building will be a mass shooting site, they 
can take steps to protect as many of their people as possible and minimize the impact of this act in other 
ways. To be clear, their first and primary focus should be to limit the loss of life, and they can also take 
steps to minimize losses related to business continuity. 

RISK in Focus
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Hazards Contributing to the Risk 
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Hazard 2:	Neglecting	to	Conduct	Professional	Training	for	Staff

The vast majority of potential victims in an active assailant situation freeze. That’s an understandable 
reaction when something so foreign happens in such a familiar, peaceful place. Active assailant training is 
designed to shorten that inevitable impulse and help people take the right survival actions in the critical 
first seconds and minutes of an armed assault in order to save their own lives and the lives of the people 
around them. 

This training should include how to recognize signs of danger, the actions to take based on the 
employee’s location and the assailant’s location, how and when to contact emergency responders, and 
how to deliver basic first aid. 

Company owners should engage professionals to conduct these training sessions. The training should 
be onsite and include role playing scenarios so that each employee can visualize the steps they’ll need to 
take to improve their chances of survival if the worst happens. 

Hazard 3: Failure to Maintain a Current Emergency Plan for Active Assailant Scenarios

Business owners should maintain emergency plans for a variety of situations – power outages, damaging 
storms, civil unrest, and, unfortunately, many other scenarios. Each plan will be different in some 
respects. 

While an active assailant may be one of the less likely scenarios for any given business establishment, this 
situation does deserve careful planning and documented steps that include: 

+ Emergency exit options and ideal paths to those exits.

+ Communicating with law enforcement – who does it, how do they do it, when should they do, and 
when should they not do it.

+ Where to meet and regroup outside the building.

+ How employees should report in after their exit to confirm their safety.

+ There should also be information on how management-level employees should transition access of 
the location to law enforcement investigators and coordinate with these officials on how to safely 
suspend operations at the location. 
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Hazard 4:	Neglecting	to	Obtain	Sufficient	Insurance	Coverage

The insurance market has responded to these kinds of scenarios by creating an Active Assailant 
insurance product that covers various types of violent attacks, not just active assailants. Though General 
Liability and Business Interruption coverage is available in the marketplace and can respond to these 
events, a standalone Active Assailant policy will be more robust and include both first-party and third-
party coverages. These policies typically provide 
medical expenses, counselling costs, and 
funeral costs for third parties and employees, 
all of which may not be covered under standard 
Business Interruption and General Liability 
policies. Additionally, these policies provide 
ancillary support services such as dedicated 
crisis management and proactive loss control to 
best plan for and respond to violent events.
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Hazard 1: Vague Workplace Hygiene Policies

Too many Employee Handbooks gloss over workplace personal hygiene matters, assuming employees 
are mature enough to do the right thing with regard to washing, covering coughs and sneezes, and even 
when to take sick days. Reminders and clarity in all of these and related matters is critical. They’ll be 
ignored, though, if handbooks don’t go into sufficient detail, if they’re not reinforced by supervisors, and 
if violations aren’t called out when they’re observed. 

Hazard 2: Failure to Frequently Clean High-Touch Surfaces

Companies that only rely on nightly disinfection of countertops, door handles, light switches, shared 
electronics (e.g., copiers), and other high-touch surfaces are ignoring the very real likelihood that germs 
will spread when employees touch these surfaces throughout the day. Ideally, of course, these would 
be disinfected after every contact. That may not be practical, but if cleaning services or an assigned 
employee do not wipe these surfaces down frequently throughout the workday, bacteria and viruses will 
be passed among employees. 

RISK in Focus
Infectious Diseases and Viruses 

Background

The Centers for Disease Control and Prevention (CDC) has estimated that the cost to U.S. employers 
related to sick and injured employees is approximately $225 billion in a year. They further report that 
that figure is nearly matched by the costs related to employees who continue to work while they’re sick.1 
Minimizing both of those factors – the frequency of illness and the spread of illness from sick employees 
– is an important goal for companies of all sizes. 

Hazards Contributing to the Risk 
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Hazard 3: Failure to Provide Proper Workplace Features and Supplies

COVID-19 has taught all of us about how viruses spread and how to keep viruses from spreading. If 
employers aren’t reviewing the workspace with an eye toward health safety, they will miss important 
opportunities to minimize the spread of germs and viruses. Desk configurations, conference room 
occupancy, and overall workspace density should be reviewed to ensure they allow for adequate 
personal space. Restroom doors should have push-button opening mechanisms that can be triggered by 
an elbow touch, along with touchless soap and paper towel dispensers. 

Additionally, if employers rely on employees to bring their own personal sanitation supplies, such as 
hand sanitizer and tissues, not all will remember or comply. These and similar items should be stocked 
by the company and proactively distributed to employee desks and in all common areas.

Hazard 4:	Not	Incorporating	Proper	HVAC	Systems	and	Adequately	Maintaining	Them	

Many employers are making the mistake of only ensuring against surface contamination spread of 
bacteria and viruses. In fact, COVID reinforced the reality that stagnant indoor air is a major contributor 
to the spread as well. Ventilation systems should be sufficient to ensure safe levels of air circulation and 
they must be serviced regularly to minimize the threat of mold. If possible, windows should be functional 
to provide an important source of fresh air in the workplace. 

Hazard 5: Sick Leave Policies and Attitudes that Don’t Discourage Employees from Coming to 
Work Sick

In the past, coming into the office with a bad cold or flu was acknowledged as a sign of commitment. 
But if that attitude isn’t discouraged, and if sick employees aren’t sent home immediately, viruses will 
needlessly spread. There may be times when an in-person presence is unavoidable, but if that’s the case, 
the employee should be required to wear a mask. 

Further, when the company offers only a fixed number of sick leave days, employees will tend not to use 
them for a cold or flu episode – especially early in the year – for fear that they may need those days for 
later in the year. 

Finally, if employees are contagious but still feel well enough to work, working from home should be an 
element formally addressed in sick leave policies. 

1https://www.cdcfoundation.org/pr/2015/worker-illness-and-injury-costs-us-employers-225-billion-annually
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Hazard 1: Failure to Consider Local Flood Records and Data When Choosing a Location

Riverfront and coastal views can be a significant selling point for a building – until they’re not. Companies 
that choose a city, or a location within a city, based solely on these kinds of considerations will likely come 
to regret it when the factors mentioned above (e.g., climate change and impervious nearby surface areas 
with a history of flooding). The result is inevitable, localized, urban flooding of their location that could 
significantly disrupt their businesses. 

Hazard 2: Locating in Buildings Not Designed in Anticipation of Floods 

Foundational deficiencies and buildings with their lowest floors and utilities below design flood elevation 
are inviting flood damage or worse. The companies that choose to locate in these buildings will be 
impacted sooner or later. Older buildings, or those that have not been designed with floods in mind (for 
example constructed atop at least two levels of above-ground parking), should be avoided in flood-prone 
areas. Other factors that can help flood-proof a building include:

+ Foundational designs that minimize lateral movement, flotation, and collapse

+ Proper geotechnical foundation practices

+ Proper anchorage techniques

+ The use of appropriate fill material

+ Land slope with proper natural drainage away from the structure 

These days, when “One Hundred Year Floods” seem to happen each decade in some locations, choosing 
the right building to house a business requires a professional assessment of these and similar issues.

Background
Urban flooding is an increasing source of economic loss and social disruption in our nation’s cities. The 
problem extends beyond coastal or even river-front cities. The frequency of intense rain is increasing due 
to climate change2 and the impact is multiplied given that antiquated rainwater drainage and sewage 
systems fail or simply aren’t up to the task. Urban development and sprawl, with the inevitable increase 
in impervious surface cover, as well as older water and sewer infrastructures, contribute significantly to 
the problem as well.  

RISK in Focus
Urban Flooding

Hazards Contributing to the Risk 
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Hazard 3:	Continuing	to	Create	More	Impervious	Surface	Area

The good stewardship practices of the owner and tenants of any single building can’t prevent a localized 
urban flood. But businesses and building owners in urban areas, either through codes or other 
incentives, can work together to significantly increase the proportion of pervious land on their property 
and across the city. This land, along with trees and plants to further absorb rainwater, will help minimize 
surface flow into stormwater sewers – or basement levels. 

Hazard 4: Not Developing a Flood Emergency Response Plan

No amount of planning can prevent a flood but being prepared can help prevent significant damage 
and business disruption. Flood events are usually known about in advance, and businesses can often 
prepare their facilities, if there is a plan in place. If there is no action plan specific to the premise, with 
known stakeholders available, there is a chance that those on-site won’t take critical steps or that crucial 
supplies will not be available. Moreover, most property carriers will ask to see a flood plan, particularly if 
a business has locations in high-risk areas. If a plan cannot be produced or does not adequately cover the 
site, it may be considered high risk or even uninsurable.

2https://www.nap.edu/read/25381/chapter/8
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Background
There are more than 100,000 mold species worldwide, but less than 50 of them are known to be toxic to 
people. Mold is a naturally occurring plant that produces small seed-like spores as part of its reproductive 
process. Mold spores are all around us, indoors and outdoors. But once indoors, within 48 hours, spores 
can thrive and multiply if they have an organic food source (e.g., wood or the paper covering on drywall) 
and if the environment on which they come to rest is warm and moist. In these cases, the mold will grow 
to dangerous levels very quickly. 

Whether it’s through breathing, swallowing, or skin contact, at low levels, most people won’t have a 
reaction to mold. However, as mold concentrations increase, people with underlying health conditions 
and compromised immune systems may be more sensitive to the health effects and experience severe 
asthma aggravation, skin irritation, fatigue, muscle aches, and worse. 

Accumulated mold can also severely damage a building’s physical structure, since it can weaken the 
integrity of the wood and drywall it is slowly consuming. 

RISK in Focus
Mold 

Hazard 1:	Failure	to	Maintain	Proper	Indoor	Environmental	Conditions

The proliferation of mold requires:

+ Moisture or a high relative humidity (60% or greater)

+ Temperatures between 40-90 degrees Fahrenheit

+ Organic matter as a food source, for example wood, drywall, carpet, cotton clothing, and other 
material 

The majority of building owners and property managers make it a point to review and inspect their 
property for areas that could support mold growth. However, in the right conditions, mold can rapidly 
grow. When mold is found, the factors feeding the mold in addition to clean-up must be addressed – for 
example by dehumidifying and cooling the environment. 

Hazards Contributing to the Risk 
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Hazard 2: Failure to Properly Maintain Air Circulation Systems

Given the right combination of food, temperature, and moisture, mold can grow nearly anywhere. Air 
ducts are an especially hospitable environment for mold and bacterial growth. They often contain dust 
that can serve as a food source for the spores. If humidity is introduced into that system from drip pans, 
humidifiers, or cooling towers, the mold will thrive – and its spores will spread throughout the building 
throughout the duct system superhighway.3

Industrial hygienists agree that regular inspection of ducts for cleanliness and moisture is critical. They 
also encourage building owners to follow manufacturer-recommended maintenance schedules for their 
ducts and related filters. 

Hazard 3:	Assuming	a	Clean	Indoor	Environment	is	Mold	Free	

Even the “cleanest” rooms can have a mold problem simply because mold isn’t always a matter of 
industrial hygiene, it’s a natural environmental condition. Thus, the absence of visible mold or the lack of 
any moldy odor isn’t proof that it’s not present at dangerous levels. 

Only regular air sampling by an industrial hygienist can definitively determine that mold levels are not a 
problem in a given building or area of a building. 

Hazard 4: Reopening a Building Without Analyzing the Potential Mold Situation

Unoccupied buildings are always a place where mold may grow unchecked. Unreported water leaks and 
relatively undisturbed indoor air, whether from scaled-back HVAC systems or the lack of human activity, 
can help create ideal environments for mold proliferation. By the time the buildings are occupied once 
again, exposure levels may have become dangerously high. 

That scenario will be playing out all through post-COVID 2021 as companies bring more of their people 
back into their offices. Companies no doubt made good faith efforts to maintain the buildings. Skeleton 
staffs may have been present at times during 2020 and 2021, but it likely wasn’t in sufficient numbers to 
truly keep the building environment “active” to disrupt mold development. 

If building owners and property managers fail to inspect for mold and conduct an air sampling survey 
prior to reopening to pervious occupancy levels, employees could be exposed to unhealthy indoor 
environments. 
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Hazard 5:	Failure	to	Plan	for	Increased	Urban	Flood	Risks

Moisture is one of the critical conditions that spurs mold growth. Climate change is bringing heavy 
volumes of precipitation to regions and cities not prepared or accustomed to these higher levels. At 
the same time, new construction, parking lots, roads and other development is reducing the amount of 
impermeable surface area that could absorb this water. As result, there will be increased urban flooding 
and water runoff – potentially into buildings and other structures. 

These events are increasingly frequent. They’re no longer anomalies, so any failure to take preventive 
design or renovative steps to protect a building will not only invite flooding but the mold that literally 
follows in its wake. 

Hazard 6:	Using	Incorrect	Mold	Remediation	Techniques	

Upon the discovery of mold in a building area, many building managers are tempted to attack it right 
away without also eliminating the source and addressing the conditions that caused it. Removing 
accumulated water and eliminating its source is a critical first step after sealing off the area from the rest 
of the building. Only then should work begin to treat or remove mold-exposed wood or drywall.

With the water source eliminated, the area must be dried. But using blowers to dry an area could in fact 
spread the spores further. Similarly, putting in heaters might perpetuate the warm environment in which 
mold thrives. Wiping down the mold before it’s killed will spread its spores as well.

Remediation of larger mold growths is not a “do-it-yourself” job. Regretfully, Lysol, bleach, fumigants, and 
most fungicides won’t completely take care of the problem. Only a few chemical treatments are proven 
to kill or mitigate mold. And if these are used indoors by inexperienced crews, they could create another 
type of hazardous indoor environment.

3https://www.osha.gov/sites/default/files/publications/preventing_mold.pdf
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RISK in Focus
Circuit Breaker-Triggered Fires 

Background
Between 1950 and 1980, two specific models of Federal Pacific 
Electric electrical circuit panels - Zinsco and the Stab-Lok® 
-were installed in millions of homes, multifamily properties, and 
commercial buildings throughout the United States. Over time, 
significant latent design defects that could cause overheating, 
failure, and even fires were discovered. Many homes and 
other structures built in that era are still using these potentially 
dangerous circuit breakers. And regardless of the model, circuit 
breakers that are more than forty years old may not offer 
sufficient protection from overcurrents and short circuiting since 
they were manufactured to less stringent standards. 

Hazard 1: Failing	to	Make	an	Initial	Determination	of	the	
Brand of the Electric Panel

A quick check of the panel can help determine if a qualified 
electrician should verify that it is one of the recalled systems. 
Problematic panels will say “Federal Pacific Electric,” “Federal 
Electric,” or “Stab-Loc.” The faulty Zinsco panels will be labeled 
“Zinsco,” and their circuits may also show a “Sylvania” or “GTE 
Sylvania” label. 

Hazard 2: Not	Using	the	Services	of	a	Master	Electrician	to	
Evaluate Risk

A Master Electrician may be able to confirm the operating 
condition of a circuit breaker from this era. Some suggest, 
however, that this is not always the case.4 That assurance may 
be for naught if the building owner fails to get that validation in 
writing and signed by the vendor or Master Electrician. Further, 
the subrogation process in the event of a future loss may be 
more complicated if a copy of the Master Electrician’s Certificate 
of Insurance (COI) is not obtained at that same time.

Hazards Contributing to the Risk 
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RISK in Focus
Circuit Breaker-Triggered Fires 

Hazard 4: Replacing	Individual	Circuits	Rather	Than	the	Entire	Panel	

The risk of fire and personal injury may not be adequately reduced if an owner simply replaces circuit 
breakers rather than the entire panel as experts recommend.6 Regardless, given the cost of individual 
circuit breakers, an entire panel replacement may be more cost-efficient. 

Hazard 3: Failing to Preemptively Replace a Stab-Lok, Zinsco, or Aging Circuit Breaker 

The cost-benefit analysis of replacing a circuit breaker that could cause shocks and fires are financially 
prescient. Catastrophic fires or personal harm from electric shocks could have huge financial implications. 
On the other hand, the cost of a new, modern panel plus its installation has been estimated to cost less 
than $5,000.5

4http://www.lwinspection.com/uploads/2/0/6/7/20675164/fpe.pdf
5https://inspectapedia.com/fpe/FPE_Stab_Lok_Hazards.php
6http://www.lwinspection.com/uploads/2/0/6/7/20675164/fpe.pdf
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