
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

The impact of COVID-19 on American businesses has increased dramatically over the last several weeks as 
state and local governments order mandatory shut-downs and ‘shelter in place’ orders, further complicating 
operations for businesses already impacted by COVID-19. The insurance industry’s response to these issues, 
will be impacted by potential external pressure from legislatures, courts and public opinion. We do not know how 
the insurance carriers will react to this external pressure, and whether it will impact their claims determinations. 
To be clear, nothing has changed with our interpretation of the policies. The likelihood of triggering business 
interruption coverage without a physical loss is going to be an uphill battle, but due to pending legislation in 
many states (Massachusetts, Ohio, New Jersey) rumors of pending legislation at the federal level, declaratory 
judgments being filed, and the possibility of future class action suits, there are now enough extraneous factors 
that it is prudent for many of our clients to file claims because of this uncertainty. Highlights of a few clarifications 
that will be of help to employers:

RECOMMENDED CLAIM FILING PROCESS
Due to the potential high volume of claims filing anticipated in the industry, the most expedient method to 
submit a claim is through direct filing. Please follow the recommended claims process below and feel free to 
reach out to covidclaims@imacorp.com or your dedicated claims associate if you have any questions.

1) Check the list of carrier claims reporting emails for 
your property carrier. If you do not know who your 
property carrier is and/or you do not know your 
policy number please reach out to your IMA Service 
team or covidclaims@imacorp.com.

2) Prepare an email to your carrier’s claim reporting 
email with a CC to covidclaims@imacorp.com. Use 
your policy’s first named insured and policy number 
as the subject line. 

3) Include this statement in the body of the email. Feel 
free to copy and paste this language into your email:

“Please consider this communication as notice 
of a claim under the above policy for business 
interruption/income losses resulting from 
the COVID-19 pandemic and losses related to 
government mandated shut down, lack of access 
and potential contamination of locations.”

4) Include the following information:

a. Loss locations - all locations or a list of location 
that have been affected

b. Insured contact and contact info (phone number 
and email address)

5) Send email to the insurance carrier claims email with 
CC to covidclaims@imacorp.com. We will document 
and track insurance carrier responses so please 
forward any response you may receive directly from 
the carrier. 

6) Follow the steps described below for documenting 
your losses in order to provide a follow-up claim 
documentation submission directly to your 
insurance carrier claim handler. 

BUSINESS INTERRUPTION 
CLAIMS REPORTING PROCEDURE 
& LOSS DOCUMENTATION
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TIMELINE OF POTENTIAL LOSS AND TYPE OF LOSS
Prepare and maintain a timeline of impact to business, 
including impact on revenue, various percentages 
at capacity, impact to specific customers (including 
dates, amounts, etc.).

Keep track of dates of project slowdowns or complete 
shutdowns. 

Obtain civil authority orders, local or otherwise, of 
shut down – get copies of signed orders.

Log and track all impacts to employees and workforce 
– Lay off, RIFs, working remotely.

Track key operating statistics, including production 
and capacity statistics, sales price and rate data, 
materials cost increases.

Provide payroll allocations with a separate code 
regarding paying people without work.

If possible, find any known individuals that may 
have been inside the property that contracted 
COVID-19 (adds strength to physical damage claim). 

LOSS OF BUSINESS INCOME/LOSS OF RENTS
Keep track of cancellations (day passes/ongoing 
memberships).

In addition to keeping track of cancellations (above 
on the list), including cancelled or delayed customer/
sales orders, delayed events, customer complaints, 
returns, penalties that the client’s business might 
have incurred, loss of key employees, operating hour 
impacts.

Determine if feeder or dependent properties (supplier, 
customers, attraction properties, that may have had a 
COVID-19 illness) impacted loss of income.

Gather and track financial records, including tracking 
revenues year over year to show impact on loss of 
business, copies of all contracts for affected customers: 

 » Copies of income tax returns for the two years 
immediately preceding the date of impact

 » Profit and loss statements for two years immediately 
preceding the date of loss

 » Copies of leases for building and/or equipment

 » Daily sales for the months of the preceding year 
which corresponds with the period of impact

Continue to book all depreciation.

Continue to book corporate office allocations/charges 
to individual locations to include as continuing 
expense.

For hotel/motels, keep detailed occupancy records 
for the two years preceding the loss showing daily, 
weekly or monthly room/nights rented.

Extra Expense – this means reasonable and necessary expenses to avoid or minimize the suspension of 
business and to continue operations at the described premises, expenses to minimize the suspension of 
business if you cannot continue operations and expenses to repair or replace property. 

Copies of all expenses and backup for all expenses incurred to respond or deal with issues related to pandemic 
(e.g., renting extra space, storage, cleaning costs, increased utility costs, etc.). Advisable to charge all operational 
expenses incurred due to COVID-19 situation to a separate general ledger account. Document all costs related 
to same, including temporary labor, overtime, spoilage, advertising, protective equipment, IT equipment for 
remote work contract penalties, other purchases, security, legal fees, or transport expenses. 

COVID-19 has given rise to global concerns about the impact on business operations. In the coming weeks, as your attention shifts to assessing the 
impact on your business, you will undoubtedly turn to your insurance coverage and prepare to submit an insurance claim. We want you to know that IMA 
has proactively assembled a team of specialists to address your questions about your coverage and assist you with the claims process. We are confronting 
uncharted territory and there remain many unknowns including how the insurance market will respond to the unprecedented number of business loss 
claims that are anticipated. The available information continues to evolve and our team is actively monitoring government orders and legislation, claims 
determinations by insurance companies, and decisions issued by courts. While it is the insurance company that will ultimately respond to your claim and 
decide whether you have coverage, IMA will assist in any way that we can.  


