
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 

COVID-19 CYBER RISK MANAGEMENT
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

On Nov. 3, 2020, citizens in several states voted on legalizing marijuana. Voters in Arizona, Montana, New 
Jersey and South Dakota approved measures that legalize recreational marijuana. Voters in Mississippi and 
South Dakota also approved measures that legalize medical marijuana. 

The four states that newly approved recreational marijuana join the 11 other states that already allow individuals who 
are age 21 or older to possess, purchase and use marijuana for recreational purposes.  

Mississippi’s new medical marijuana law brings the total number of states that allow medical marijuana use only (as 
opposed to both medical and recreational marijuana use) to 23. 

This Compliance Bulletin provides a high-level overview of each of the new state marijuana laws.

Nov. 3, 2020
Citizens in five states approved marijuana legalization 
proposals. 

IMPORTANT DATES

Employers may still ban marijuana from their workplaces 
and prohibit employees from working under the 
influence of marijuana. However, depending on the 
applicable state law, employers may not be able to take 
adverse employment action against employees solely 
based on a positive drug test.

Employers in Arizona, New Jersey, Montana, Mississippi 
and South Dakota should become familiar with applicable 
new marijuana laws and review their existing drug testing 
policies and procedures to ensure compliance. These 
employers may also need to review other applicable laws 
relating to workplace drug testing, discrimination and 
similar employment issues.

ACTION STEPS

HR COMPLIANCE BULLETIN
FIVE STATES LEGALIZE MARIJUANA
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ENHANCED RISKS 
SOCIAL ENGINEERING 
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The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

Arizona, New Jersey, Montana and South Dakota join 11 other states and the District of Columbia in 
legalizing recreational marijuana use. 

The table below provides an overview of Arizona’s Proposition 207, which was approved by nearly 
60% of the state’s voters on Nov. 3, 2020. 

The table below provides an overview of New Jersey’s Public Question Number 1, which was 
approved by nearly 67% of the state’s voters on Nov. 3, 2020.

NEW RECREATIONAL MARIJUANA LAWS 

ARIZONA RECREATIONAL MARIJUANA

NEW JERSEY RECREATIONAL MARIJUANA

Smart and Safe Arizona Act (Proposition 207)
Summary Impact on Employers Implementation

Allows individuals age 21 and older 
to:

Possess, use, purchase, 
process, manufacture or 
transport up to 1 ounce of 
marijuana (up to 5 grams of 
which may be in concentrate 
form); and

Cultivate up to 12 marijuana 
plants in a single residence 
as long they are kept in an 
enclosed and locked area.

Specifies that Arizona employers 
are not prevented or restricted 
from:

Maintaining drug and 
alcohol-free workplaces;

Having workplace policies 
that restrict the use of 
marijuana by employees or 
job applicants; or

Prohibiting or regulating 
conduct otherwise allowed 
under the law, when that 
conduct occurs on or in their 
properties.

The Arizona 
Department of Health 
Services must adopt 
rules necessary to 
implement the law by 
June 1, 2021.

New Jersey Constitutional Amendment to Legalize Marijuana 
(Public Question Number 1) 

Summary Impact on Employers Implementation
Allows individuals age 21 
and older to use “a controlled 
form of marijuana.”  

The amendment does 
not specifically address 
employment but indicates 
that this would be 
determined by enabling 
legislation and regulations.

The amendment goes into 
effect on Jan. 1, 2021. The state 
legislature and the New Jersey 
Cannabis Regulatory Commission, 
which already oversees the state’s 
medical marijuana program, 
must adopt legislation and rules 
necessary to implement the law.

https://apps.arizona.vote/info/assets/18/0/BallotMeasures/I-23-2020.pdf
https://www.state.nj.us/state/elections/assets/pdf/election-results/2020/2020-public-question-01-english.pdf
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ENHANCED RISKS 
SOCIAL ENGINEERING 
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attacks are theft of funds, data exfiltration and ransomware. 
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DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

The table below provides an overview of Montana’s Ballot Issue I-190, which was approved by nearly 
57% of the state’s voters on Nov. 3, 2020.

The table below provides an overview of South Dakota’s Amendment A, which was approved by 
nearly 54% of the state’s voters on Nov. 3, 2020. 

MONTANA RECREATIONAL MARIJUANA

SOUTH DAKOTA RECREATIONAL MARIJUANA

Montana Marijuana Regulation and Taxation Act (Ballot Issue I-190)  
Summary Impact on Employers Implementation

Allows individuals age 21 and 
older to:

Possess, purchase, obtain, 
use, ingest, inhale and 
transport up to 1 ounce 
of marijuana (up to 8 
grams of which may be in 
concentrate form); and

Cultivate up to 4 mature 
marijuana plants and 4 
seedlings (up to twice 
this amount in a single 
household).

Specifies that Montana employers are 
not:

Required to permit or 
accommodate marijuana use or 
possession in any workplace or on 
the employer’s property; 

Prohibited from disciplining 
an employee for violation of a 
workplace drug policy or for 
working while intoxicated by 
marijuana; or 

Prevented from declining to 
hire, discharging, disciplining 
or otherwise taking an adverse 
employment action against an 
individual because of his or her 
violation of a workplace drug 
policy or intoxication by marijuana 
while working.

The law goes into 
effect on Jan. 1, 
2021. The Montana 
Department of 
Revenue must adopt 
rules to administer 
and enforce the law 
and begin issuing 
dispensary licenses by 
Oct. 1, 2021.

South Dakota Amendment A
Summary Impact on Employers Implementation

Allows individuals age 21 and 
older to:

Possess, use or transport 
up to 1 ounce of 
marijuana (up to 8 grams 
of which may be in 
concentrate form); and

Cultivate up to 3 
marijuana plants within 
an enclosed space of a 
private residence, but only 
in localities with no retail 
sales outlets.

Specifies that South Dakota employers 
are not:

Required to permit or 
accommodate any conduct that is 
otherwise allowed under the law; 
nor

Prevented from restricting 
marijuana use by employees. 

The South Dakota  
Department of 
Revenue must adopt 
rules necessary to 
implement the law by 
April 1, 2022.

https://sosmt.gov/wp-content/uploads/I-190.pdf
https://sdsos.gov/elections-voting/assets/2020_CA_LegalizeMarijuana_Petition.pdf
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
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For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
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This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

In addition to legalizing recreational marijuana, South Dakota voters passed a measure that requires 
the state to establish a medical marijuana program. Citizens in Mississippi also approved a medical 
marijuana law. 

Nearly 70% of South Dakota voters approved Initiated Measure 26, which is summarized in the table 
below.

NEW MEDICAL MARIJUANA LAWS 

SOUTH DAKOTA MEDICAL MARIJUANA

South Dakota Initiative Measure 26 
Summary Impact on Employers Implementation

Allows individuals with 
qualifying conditions to 
obtain a medical marijuana 
card that permits them to:

Purchase up to 3 ounces 
of marijuana; and

Cultivate 3 marijuana 
plants or more, 
as prescribed by a 
physician.

Specifies that South Dakota employers 
are not prohibited from disciplining an 
employee for ingesting marijuana in the 
workplace or for working while under 
the influence of marijuana. However, a 
medical marijuana cardholder:

May not be considered to be 
under the influence of marijuana 
solely because a drug test shows 
the presence of metabolites or 
components of marijuana that 
appear in insufficient concentration 
to cause impairment;  

Is not subject to “penalty of any kind” 
or “denial of any right or privilege” 
for the medical use of marijuana in 
accordance with the law; and

May not be denied any rights under 
state or local law that the individual 
would be afforded if he or she were 
solely prescribed a pharmaceutical 
medication, as it pertains to any 
interaction with or drug testing by 
the cardholder’s employer.

The South Dakota 
Department of Health 
must enact rules to 
implement the state’s 
medical marijuana 
program by Oct. 29, 
2021.

https://drive.google.com/file/d/1Qbo3-t5u6xBFKosUvGjAEKW0n-6CWnXA/view
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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The table below provides an overview of Mississippi’s Initiative 65, which was approved by over 74% 
of the state’s voters on Nov. 3, 2020. Voters rejected an alternative, more restrictive measure (House 
Resolution 39) submitted by the state’s legislature.   

MISSISSIPPI MEDICAL MARIJUANA

Mississippi Initiative 65
Summary Impact on Employers Implementation

Allows qualified individuals with 
debilitating medical conditions, as 
certified by state-licensed physicians, 
to:

Purchase up to 2.5 ounces of 
marijuana during any 14-day 
period;

Possess at least a 60-day 
supply of dried marijuana or its 
equivalent; and 

Cultivate 6 (or more as medically 
prescribed) marijuana plants 
(18 for primary caregivers) within 
their homes.

Specifies that Mississippi 
employers are not required to:

Accommodate for the use of 
medical marijuana; nor

Permit any use of medical 
marijuana in any workplace.

The Mississippi State 
Department of Health 
must adopt rules and 
regulations by July 
1, 2021, and must 
begin issuing ID cards 
and treatment center 
licenses by Aug. 15, 
2021.

https://www.sos.ms.gov/content/InitiativesPDF/Proposed Initiative Measure.pdf
http://billstatus.ls.state.ms.us/documents/2020/html/HC/HC0039IN.htm
http://billstatus.ls.state.ms.us/documents/2020/html/HC/HC0039IN.htm

