
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECTSeveral notable measures were on the ballots at both the state and local levels this November. The following is 

a recap of these ballot measures, as well as their final results.

ALASKA

ARKANSAS

ARIZONA

ELECTION ALERT
BALLOT MEASURE RESULTS

Ballot Measure For Against % In
Alaska Ballot Measure 1 would increase the Oil Production 
Tax on high-producing fields in the North Slope by applying an 
alternative gross minimum tax or an additional production tax.

43% 57% 50%

Ballot Measure For Against % In

Arkansas Issue 1 would make permanent the temporary 0.5 
percent sales tax for transportation funding.

55% 45% 95%

Ballot Measure For Against % In

Arizona Proposition 207 would legalize recreational marijuana 
and tax retail sales at 16 percent of retail price. (Analysis)

60% 40% 99%

Arizona Proposition 208 would create a new top marginal 
individual income tax rate of 8 percent on taxable income above 
$250,000 (single filers) and $500,000 (joint filers). (Analysis)

53% 47% 99%

https://taxfoundation.org/tax-basics/sales-tax/
https://taxfoundation.org/arizona-montana-south-dakota-new-jersey-recreational-marijuana/
https://taxfoundation.org/arizona-proposition-208-education-funding/


As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 

COVID-19 CYBER RISK MANAGEMENT

INSURANCE  |  RISK MANAGEMENT  |  SURETY  |  EMPLOYEE BENEFITS IMA, Inc.  |  imacorp.com

ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

CALIFORNIA
Ballot Measure For Against % In

California Proposition 15 would undo the protections of 
California’s Proposition 13 and introduce “split roll” property 
taxation—commercial properties would be assessed on their 
market value, while residential properties would continue 
being assessed on purchase price. (Analysis)

48% 82% 72%

San Francisco Proposition RR would create an additional 
sales tax of 0.125 percent for 30 years to raise revenue for the 
Caltrain rail service, increasing San Francisco sales taxes from 
8.5 percent to 8.625 percent. (Needs 2/3rds vote to pass.)

74% 26% 100%

San Francisco Proposition F would make several changes to 
the city’s Business Tax and Regulations Code. The measure 
would reduce the annual registration fee for businesses with 
less than $1 million in gross receipts, increase the fee for 
businesses with over $1 million, and repeal the payroll expense 
tax, among other changes.

68% 32% 100%

San Francisco Proposition I would raise the real estate transfer 
tax to 5.5 percent on transactions between $10 million and $25 
million, and to 6 percent on transactions over $25 million.

58% 42% 100%

San Francisco Proposition L would create an additional tax 
of 0.1 to 0.6 percent of gross receipts or 0.2 to 2.4 percent of 
payroll for businesses in which the highest management salary 
is over 100 times the median salary. (Analysis)

65% 35% 100%

https://taxfoundation.org/tax-basics/property-tax/
https://taxfoundation.org/tax-basics/property-tax/
https://taxfoundation.org/california-proposition-15-split-roll-property-tax-ballot-initiative/
https://taxfoundation.org/portland-considers-tax-companies-high-ceo-pay/
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

COLORADO
Ballot Measure For Against % In

Colorado Amendment B would repeal the Gallagher 
Amendment, a longstanding but nonneutral provision within 
the Colorado constitution that limits residential property to 
45 percent of the statewide property tax base. Amendment 
B would also remove property tax assessment rates from 
the constitution, instead allowing those rates to be set by 
the legislature (and approved by voters, where applicable). 
(Analysis)

58% 42% 85%

Colorado Proposition 116 would reduce the income tax rate 
from 4.63 percent to 4.55 percent on both the individual and 
corporate sides. The tax cut would be retroactive to January 1, 
2020, meaning taxpayers would benefit from the relief starting 
this year. (Analysis)

57% 43% 85%

Colorado Proposition 117 would require new state 
enterprises—government-owned businesses that gain money 
by providing goods and services—to receive voter approval 
if their revenues from fees and related charges would exceed 
$100 million within their first five years.

52% 48% 85%

Colorado Proposition EE would increase the cigarette tax per 
pack to $1.94 in 2021, $2.24 in 2024, and $2.64 in 2027. Taxes 
on other tobacco products would increase to 50 percent of 
wholesale value in 2021, to 56 percent of wholesale value in 
2024, and to 62 percent of wholesale value in 2027. It would also 
create a tax on e-vapor products that is equal to the tobacco 
tax rate. FDA-certified modified-risk tobacco products would 
be taxed at half of the statutory tobacco tax rate, effective 
January 2021. (Analysis)

68% 32% 85%

GEORGIA
Ballot Measure For Against % In

Georgia Amendment 1, the Dedicating Tax and Fee Revenue 
Amendment, would authorize the General Assembly to pass 
legislation requiring that taxes or fees collected for a stated 
purpose be used as intended.

81% 19% 99%

https://taxfoundation.org/tax-basics/tax-base/
https://taxfoundation.org/colorado-amendment-b-gallagher-amendment-property-tax-limit/
https://taxfoundation.org/colorado-proposition-116-state-income-tax/
https://taxfoundation.org/colorado-tobacco-tax-bill-includes-positive-change/
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

Ballot Measure For Against % In

Illinois’ Allow for Graduated Income Tax Amendment would 
remove the constitutional requirement for a flat income tax, 
allowing the legislature to create a graduated-rate structure. 
While the constitutional amendment itself does not set new 
income tax rates, legislation was proactively adopted in 2019 
with rates that would take effect on January 1, 2021, if the 
amendment is ratified by voters. (Analysis)

45% 55% 98%

Ballot Measure For Against % In

St. Louis’s Proposition R would levy an additional property tax 
of $60 per $100,000 of assessed value to fund early childhood 
services.

56% 44% 100%

Ballot Measure For Against % In

Montana I-190 would legalize the sale of recreational 
marijuana, taxed at 20 percent of the retail price. (Analysis)

57% 43% 93%

ILLINOIS

MISSOURI

MONTANA

LOUISIANA
Ballot Measure For Against % In

Louisiana Amendment 3 would enable the legislature to 
dedicate up to one-third of the budget stabilization fund to 
cover costs in the case of a federally-declared disaster.

54% 46% 92%

Louisiana Amendment 5 would give local governments the 
authority to allow new or expanding manufacturers to submit 
payments in lieu of property taxes.

38% 62% 92%

Louisiana Amendment 6 would raise the threshold to qualify 
for the special property assessment level for seniors, military, 
and disabled persons from $50,000 to $100,000 beginning in 
2026.

62% 38% 92%

https://taxfoundation.org/illinois-fair-tax/
https://taxfoundation.org/arizona-montana-south-dakota-new-jersey-recreational-marijuana/
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
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period. Direct physical loss is therefore an important threshold requirement for coverage under most 
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

Ballot Measure For Against % In

Nebraska Initiative 431 would place a 20 percent tax on gross 
annual gambling revenue from licensed racetracks.

69% 31% 97%

Ballot Measure For Against % In

New Jersey Question 1 would amend the state constitution 
to legalize the recreational use of marijuana and impose the 
general sales tax on those transactions. (Analysis)

63% 37% 59%

NEBRASKA

NEW JERSEY

OREGON
Ballot Measure For Against % In

Oregon Measure 108 would create a tax on vapor products 
and other nicotine products at 65 percent of the wholesale 
price and raise the cigarette tax from $1.33 to $3.33 per 20-
pack. (Analysis)

68% 32% 78%

Portland Measure 26-213 would levy a property tax of $80 per 
$100,000 for five years starting in 2021 to provide parks and 
recreation funding.

64% 36% unk.

https://taxfoundation.org/arizona-montana-south-dakota-new-jersey-recreational-marijuana/
https://taxfoundation.org/oregon-cigarette-tax-increase-measure-108/
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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Ballot Measure For Against % In

South Dakota Amendment A would legalize the recreational 
use of marijuana and impose an excise tax of 15 percent of 
sales price. (Analysis)

53% 47% 95%

Ballot Measure For Against % In

Utah Amendment G would expand the use of income tax 
revenue to include assisting children and those with disabilities.

54% 46% 76%

SOUTH DAKOTA

UTAH

https://taxfoundation.org/arizona-montana-south-dakota-new-jersey-recreational-marijuana/

