
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECTAs stay at home restrictions start to ease nationwide, buildings, and facilities that temporarily idled will be 

going back into service. Health risks may lurk within our shuttered manufacturing plants, office buildings, 
schools, hotels, or restaurants, so a safety-first approach for employees and customers will be critical for 
public health. Any business or facility that uses water to support employees and/or operations has another 
potential health exposure akin to COVID-19, that has potentially been growing during the shutdown.

Legionnaires’ disease is a severe type of lung infection caused by Legionella bacteria. It can cause Pneumonia type 
symptoms, similar to COVID-19. According to the CDC, health departments in the United States reported around 
10,000 cases of the disease in 2018 but also feel that number may underestimate since the true incidence because 
the disease is likely often undiagnosed. About 1 in 10 people who get Legionnaires’ disease will die. The disease is not 
spread person-to-person except in very rare occurrences.

Legionella must grow before it can be aerosolized, turning it into a health hazard. The disease is typically contracted 
when people breathe in the small droplets of water that contain the bacteria. It is uncommon for people to get 
sick by drinking the water unless it accidentally reaches their lungs. While there are no vaccines that can prevent 
Legionnaires’ disease, it can be treated with antibiotics.

THE SHUTDOWN PERIOD INTRODUCED 
WATER STAGNATION, WHICH ENCOURAGES 
BIOFILM GROWTH, REDUCES TEMPERATURE 
AND LOWERS THE LEVELS OF DISINFECTANT 
INTRODUCED INTO THE WATER, CREATING 
IDEAL CONDITIONS FOR LEGIONELLA.

WHAT FACTORS WITHIN BUILDINGS AND SYSTEMS CAN LEAD TO LEGIONELLA 
GROWTH?

• Biofilm and scale due to water pressure changes and vibration from construction activities

• Materials introduced into central water systems through main breaks or service additions

• Biofilm, scale and sediment buildup

• This buildup can protect Legionella bacteria from heat 
and disinfectant, providing food and shelter for it to 
grow  

• Use of disinfectants outside of the recommended pH 
range of 6.5–8.5

• Water temperature fluctuations, especially 
temperature drops below 110°F; Legionella grows best 
between 77°F–108°F

BEST PRACTICES
WATER MANAGEMENT TO PREVENT 
LEGIONNAIRES’ DISEASE IN 
REOPENED BUILDINGS
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

• Hot and cold water storage tanks

• Water heaters

• Expansion tanks

• Water filters

• Pipes, valves and fittings

• Aerators

• Hoses

1. Develop a comprehensive water management program (WMP) for your water system and 
all devices that use water. Guidance to help with this process is available from the CDC 
and others.
a. Water Management Program Toolkit [Link] 

 This toolkit is designed to help people understand which buildings and devices need a Legionella 
water management program to reduce the risk of Legionnaires’ disease, what makes a good program 
and how to develop a program.

b. Preventing Legionnaires’ Disease: A Training on Legionella Water Management Programs 
(PreventLD Training) [Link]

Take this training from CDC and partners on creating a water management program to reduce the risk 
of Legionnaires’ disease. PreventLD Training aligns with industry standards on managing the risk of 
Legionella bacteria.

c. Hotel Guidance [Link] 

Considerations for Hotel Owners and Managers: How to Prevent Legionnaires’ 
Disease

d. Operating Public Hot Tubs for pool staff and owners [Link]

e. From Plumbing to Patients [Link]

Water management programs in healthcare facilities are an important way 
to help protect vulnerable patient populations as well as staff and visitors.

f. Preventing Occupational Exposure to Legionella [Link]

Water system management programs and maintenance are the keys to preventing Legionella bacteria 
growth and spread, in both active buildings and those after planned or unplanned prolonged shutdown. The 
CDC recommends eight steps to take before your business or building reopens:

The bacteria can grow in building water systems that are continually wet, such as:

WHERE CAN LEGIONELLA GROW AND/OR SPREAD?

HOW TO INHIBIT LEGIONELLA GROWTH

Any devices that can spread contaminated water droplets:

• Equipment that creates an aerosol spray

• Manual and electronic faucets

• Showerheads

• Centrally installed misters and humidifiers

• Ice machines

• Decorative fountains

• Cooling towers

• Hot tubs

• Eyewash stations

• Infrequently used equipment that 
stores or holds stagnant water

CDC INVESTIGATIONS INTO 
LEGIONELLA OUTBREAKS 
SHOW THAT 9 IN 10 WERE 
CAUSED BY PROBLEMS 
THAT WERE PREVENTABLE 
WITH MORE EFFECTIVE 
WATER MANAGEMENT 
PROGRAMS.

https://www.cdc.gov/legionella/wmp/toolkit/index.html
https://www.cdc.gov/nceh/ehs/elearn/prevent-LD-training.html
https://www.cdc.gov/legionella/wmp/hotel-owners-managers.html
https://www.cdc.gov/healthywater/swimming/aquatics-professionals/operating-public-hot-tubs.html
https://www.cdc.gov/hai/prevent/environment/water.html
https://www.cdc.gov/niosh/docs/wp-solutions/2019-131/default.html
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

2. Ensure water heaters are correctly maintained and that the 
temperature is set correctly

a. Determine if the manufacturer recommends draining the water heater after 
a prolonged period of disuse. 

b. Ensure that all maintenance activities are carried out according to the 
manufacturer’s instructions or by professionals.

c. Set the water heater temperature to at least 120°F

Ensure that you take measures to prevent scalding if the water heater is set to 
>130°F

3. Flush the water system

a. Flush hot and cold water through all points of use (e.g., showers, sink 
faucets) to replace all water inside building piping with fresh water.

Flushing may need to occur in segments (e.g., floors or individual rooms) due to 
facility size and water pressure. 

Flush until the hot water reaches its maximum temperature

4. Clean all decorative water features, such as fountains

a. Be sure to follow any recommended manufacturer guidelines for cleaning

b. Ensure that decorative water features are free of visible slime or biofilm

c. After the water feature has been re-filled, measure disinfectant levels to 
ensure that the water is safe for use

5. Ensure hot tubs/spas are safe for use

a. Check for any existing guidelines from local or state regulatory agency 
before use

b. Ensure that hot tubs/spas are free of visible slime or biofilm before filling 
with water

c. Perform a hot tub/spa disinfection procedure before use

CDC Guidance (follow Steps 4–9 and 12–13) [Link]

d. Facilities may decide to test the hot tub/spa for Legionella before returning 
to service if previous device maintenance logs, bacterial testing results, or 
associated cases of Legionnaires’ disease indicate an elevated level of risk to 
occupants. 

e. All Legionella testing decisions should be made in consultation with water 
management program staff along with relevant public health authorities.

https://www.cdc.gov/legionella/downloads/hot-tub-disinfection.pdf
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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6. Ensure cooling towers are clean and well-maintained

a. Ensure that cooling towers are maintained (including start-up and shutdown procedures) per 
manufacturer’s guidelines and industry best practices

b. Ensure that the tower and basin are free of visible slime or biofilm before use

If the tower appears well-maintained, perform an online disinfection procedure

Guidance on disinfection procedures from the Cooling Technology Institute [Link]

7. Ensure safety equipment including fire sprinkler systems, eyewash stations, and safety 
showers are clean and well-maintained

a. Regularly flush, clean, and disinfect these systems according to manufacturers’ specifications.

8. Perform maintenance on the water system

a. Consider contacting local water utility to learn about any recent disruptions in the water supply. 

This could include working with the local water utility to ensure that standard checkpoints near the 
building or at the meter to the building have recently been checked or request that disinfectant 
residual entering the building meets expected standards.

After the water system has returned to normal, ensure that the risk of Legionella growth is 
minimized by regularly checking water quality parameters such as temperature, pH, and 
disinfectant levels.

Follow your water management program, document activities, and promptly intervene when 
problems arise.

As buildings and businesses work to reopen, employee safety will be paramount. Legionella 
is 100% preventable by following CDC guidelines for preparing and maintaining a safe water 
system within buildings. The unintended consequences of not maintaining or failing to prepare 
critical water systems can be serious. For more details, please see the guidance about reopening 
your building safely.

http://www.cti.org/downloads/WTP-148.pdf

