
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 

COVID-19 CYBER RISK MANAGEMENT
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECTOn Wednesday, April 29, 2020, the federal government announced Disaster Relief Notice 2020-01 and a 

final rule granting deadline relief for employer plans and employee benefit elections and payments. “For 
group health plans, … the relief provides additional time to comply with certain deadlines affecting 
COBRA continuation coverage, special enrollment periods, claims for benefits, appeals of denied claims, 
and external review of certain claims. With regard to disability, retirement, and other plans, the joint notice 
provides additional time for participants and beneficiaries to make claims for benefits and appeal denied 
claims.”

We have previously shared with you automatic Form 5500 extensions for returns due between March 1 and 
July 14, 2020 to now be due July 15, 2020 (this now also applies to Form M-1 filings and extensions within that 
time frame). This newest relief additionally says an “Outbreak Period” from March 1, 2020 until 60 days after 
the announced end of the COVID-19 emergency is to be completely disregarded for several purposes outlined 
below. We’ll also include examples of how to apply each extension, using the date of this alert (April 30) as a 
hypothetical “announced end” of the emergency, which would illustratively make the disregarded Outbreak 
Period March 1, 2020 through June 29, 2020 (60 days following April 30). To be clear, as of April 30 we do not yet 
have an announced end date for the crisis and these dates are for illustration only.

1. HIPAA 30-day special enrollment rights (60 days for Medicaid/CHIP events)

Example using our illustrative dates: If an individual gave birth March 31, 2020, instead of notifying the employer 
by April 30, the Outbreak Period (illustratively March 1 through June 29) is disregarded. The 30-day election 
window would illustratively begin June 30, giving them until July 29 to make an election for coverage retroactive 
to the birth and to pay all premiums.

2. COBRA deadlines for employers or participants to notify the plan of a qualifying event and for the plan to 
provide the participant a subsequent notice

Participant example using our illustrative dates: If an employee and spouse divorce March 31, instead of notifying 
the plan by May 30, the participant must notify the employer by August 28 to preserve COBRA rights.

Employer example using our illustrative dates: If an employee terminates employment March 31, instead of 
having to notify the plan by April 30, the employer must notify the plan by July 29 of the event and the plan 
would then have 14 days to provide the required COBRA notice.

COVID-19 ALERT
GOVERNMENT EXTENDS MORE 
DEADLINES FOR PLANS AND EMPLOYEES

https://www.dol.gov/newsroom/releases/ebsa/ebsa20200428
https://www.dol.gov/agencies/ebsa/employers-and-advisers/plan-administration-and-compliance/disaster-relief/ebsa-disaster-relief-notice-2020-01
https://www.federalregister.gov/d/2020-09399
https://imacorp.com/benefits/benefit-reporting-due-dates-extended/
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3. COBRA 60-day deadline for participant to notify the plan of a disability determination

Example using our illustrative dates: If a COBRA participant received a Social Security determination 
of disability on March 31 indicating the participant had been disabled within the first 60 days of 
COBRA, instead of notifying the plan by May 30, the participant must notify the plan by August 28 
to qualify for the disability extension.

4. COBRA 60-day election windows

Example using our illustrative dates: If a participant experienced a COBRA-triggering loss of coverage 
in March and was provided an election notice April 1, 2020, instead of having until May 31, the 
participant has until August 28 to make an election for coverage retroactive to April 1.

5. COBRA payment windows (typically first payment for new elections is required within 45 days 
of election, and subsequent payments are due monthly followed by a 30-day grace period for 
short/missing payments)

Example using our illustrative dates: If a COBRA participant’s premium was due March 1, 2020, instead 
of having until March 31 for a grace period to make up a short/missed payment, the Outbreak Period 
is disregarded. Therefore, the 30-day grace period would begin June 30, giving the participant until 
July 29 to make up the short/missed March payment, as well as payments that were due April 1, May 
1, and June 1. If they only make up the March and April payments by then but not the May or June 
payments, then COBRA only lasted through April 30, and claims incurred from May 1 forward would 
need to be reprocessed for failure to pay premium by the July 29 grace period date.

6. Timely submission of claims, appeals, or requests for external review

Claims example using our illustrative dates: If the plan normally requires claims be submitted within 
365 days of the date of service, a date of service during the Outbreak Period would not have to be 
submitted until 365 days after June 29, 2020.

Appeals example using our illustrative dates: If the plan normally requires an appeal be submitted 
within 180 days of the notice of an adverse benefit determination, all days during the Outbreak 
Period are disregarded. Days prior to March 1 still count, but then the 180-day limit doesn’t resume 
counting days until after the Outbreak Period is over. So an adverse benefit notice on January 
28 would have gone through 32 days before March 1 and have 148 days remaining, giving the 
participant until November 24 to appeal.
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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7. General employer flexibility to “act reasonably, prudently, and in the interest of the covered 
workers and their families who rely on their health, retirement, and other employee benefit 
plans for their physical and economic wellbeing. Plan fiduciaries should make reasonable 
accommodations to prevent the loss of benefits or undue delay in benefits payments in such 
cases and should attempt to minimize the possibility of individuals losing benefits because of a 
failure to comply with pre-established timeframes.”

This flexibility also applies to certain disclosures “if the plan and responsible fiduciary act in good 
faith and furnish the notice, disclosure, or document as soon as administratively practicable under 
the circumstances. Good faith acts include use of electronic alternative means of communicating 
with plan participants and beneficiaries who the plan fiduciary reasonably believes have effective 
access to electronic means of communication, including email, text messages, and continuous 
access websites.”

Regulators also provided some basic FAQs to help employees understand options available to them 
when eligibility is lost, the employer is closed, or when family members are losing benefits because 
of the employee’s death. However, we are still not seeing any relief related to health care or daycare 
flexible spending accounts or to voluntarily dropping any coverage due to economic hardship. We’ll 
keep an eye out for any official relief on those fronts.

https://www.dol.gov/sites/dolgov/files/EBSA/about-ebsa/our-activities/resource-center/faqs/covid-19.pdf

