
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 

COVID-19 CYBER RISK MANAGEMENT
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECTPOSTING AND POLICIES

COVID-19
RETURN TO WORK CHECKLIST

Have we reviewed the CDC checklist?

Have we posted the FFCRA poster and distributed it electronically to all remote workers?

Have we reviewed our hiring practices?

• Are we able to use remote interviewing techniques wherever possible?

Have we reviewed our company leave policies?

• Are our policies compliant with federal, state and local laws?

 – Are we compliant with the new FFCRA (EPSL/EFML request forms, use of PTO during EFML) and any local 
leave laws?

 – Are any new policies we’ve implemented compliant with FMLA?

 – Are we in compliance with FLSA (salaried, exempt workers generally must be paid full salary for every 
workweek in which they perform any work)?

• Are we prepared to deal with employees who have personal concerns about coming to work, including 
considering reasonable accommodations under the ADA and protecting concerted activity rights under the 
NLRA? 

• Are we considering expanding the use of paid leave to promote social distancing?

 – Have we thought about utilizing loans and tax credits to help fund these leaves, such as the potentially 
forgivable Paycheck Protection Program, Economic Injury Disaster Loan, Employee Retention Credit, §45S 
FMLA paid leave tax credits, etc.?

Have we reviewed our remote work policies?

• What are required hours for a remote employee?

• What is our communications protocol?

• What equipment is necessary for employees to perform their jobs?

• What expenses do we reimburse with employees working remotely?

• Do we need to make adjustments to duties or expectations for certain jobs?

• Have we evaluated any potential FLSA issues for hourly workers (timekeeping, off-the-clock work, meal and 
rest breaks, overtime)?

https://imacorp.com/business/wp-content/uploads/sites/2/2020/04/CDC-Compliance-Checklist_042920.pdf
https://www.dol.gov/sites/dolgov/files/WHD/posters/FFCRA_Poster_WH1422_Non-Federal.pdf
https://imacorp.com/business/ffcra-employer-forms/
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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Have we updated our business travel policies in light of state/local orders and new practices to 
keep the workplace safe?

Have we updated payroll practices to track tax credits under the FFCRA and the Employee 
Retention Credit, as well as Payroll Protection Program loan forgiveness?

Have we carefully addressed how to protect confidentiality and protect against discrimination?

Have we communicated any new or revised policies to all employees? 

BENEFITS

Have medical, telemedicine, employee assistance plan (EAP), financial wellness, and other benefits 
been updated and shared with employees?

Have we arranged to collect additional deductions to recover any contributions owed by employees?

• Have we communicated this deduction to employees?

If reinstating benefits:

• Have we ensured what’s allowable, especially if coverage lapsed for failure to pay premium or due to voluntarily 
dropping coverage when eligibility was not lost?

COBRA

• If furloughed or reduced hour workers won’t return to full time before eligibility is lost, have we determined 
whether benefits can be extended again or whether to transition to COBRA?

• If laid off workers were promised some COBRA premium contributions and will not be returning, have we ceased 
employer contributions at the appropriate time or have we planned to do so?

https://www.irs.gov/newsroom/covid-19-related-tax-credits-for-required-paid-leave-provided-by-small-and-midsize-businesses-faqs
https://www.irs.gov/newsroom/faqs-employee-retention-credit-under-the-cares-act
https://www.irs.gov/newsroom/faqs-employee-retention-credit-under-the-cares-act
https://imacorp.com/business/wp-content/uploads/sites/2/2020/04/IMASelect_CaresAct.pdf

