
As organizations cope with the COVID 19 virus, many have moved to migrate their workforce to 
being, if not fully remote, at least partially remote, leaving only key employees on-site. While the 
usual Cyber risks for organizations remain, new risks have been introduced and exacerbated by the 
fragmentation of the workforce. It is also worth noting that even in normal circumstances, human 
error is the underlying cause in 80% of Cyber claims at IMA, in a reduced-security environment, an 
uptick in cyber crime is to be expected. 

Below is a brief summary of some of the most common cyber risks and the strategic considerations 
that should be given to the various areas to help mitigate a business’ risk. 

COVID-19 CYBER RISK MANAGEMENT
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ENHANCED RISKS 
SOCIAL ENGINEERING 
Cyber criminals are opportunistic and recognize that right now many employees are feeling anxious and may 
potentially be less cautious or may be working in a less secure environment then they are accustomed. Cyber 
attackers have already been begun to attempt exploit those circumstances, with a significant recent uptick 
in phishing attempts and credential theft. Often times scams attempt to disguise themselves by posing as 
legitimate organizations, such as the Center for Disease Control or the World Health Organization. 

For cyber attackers, the goal is to monetize security lapses in any way possible. General the targets of these 
attacks are theft of funds, data exfiltration and ransomware. 

Across the insurance industry we expect to see initial carrier denials based on the requirement for 
direct physical loss to property. However, it is still unclear how this requirement will ultimately play 
out in the face of COVID-19 claims. Once you have submitted the claim to your insurance carrier, you 
may see communication coming from your insurer, and we wanted to help clarify the terms that are 
used in the communication.

MY INSURER IS RESERVING THEIR RIGHTS TO DENY MY CLAIM, WHAT DOES THAT MEAN?

This is an insurer’s notification to an insured that coverage for a claim may not apply. Such notification 
allows an insurer to investigate a claim to determine whether coverage applies (in whole or in part) 
without waiving its right to later deny coverage based on information revealed by the investigation. 
Most Reservation of Rights letters involving the COVID-19 exposure will reserve that the claim does 
not qualify as Direct Physical Damage. 

DIRECT PHYSICAL LOSS OR DAMAGE

The coverage provision in most property insurance policies provides that the policy covers “direct 
physical loss or damage” to covered property caused by a covered cause of loss during the policy 
period. Direct physical loss is therefore an important threshold requirement for coverage under most 
property insurance policies. The requirement that the loss be ‘physical,’ given the ordinary definition 
of that term, is widely held to exclude alleged losses that are intangible or incorporeal. We are unsure 
how COVID-19 will be viewed by insurers at this time. 

COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

As COVID-19 restrictions begin to lift, employers are pivoting from surviving the pandemic to existing during 
the pandemic. As employees are being allowed to return to work, companies are tasked with determining the 
best ways to ensure a safe and effective work environment. The information around the virus is ever evolving 
which makes determining best practices more challenging than issues of past, but there are some testing and 
evaluation options that have come to the forefront.

TESTING

RETURNING TO WORK DURING COVID-19
TESTING & EVALUATION OPTIONS

PCR (POLYMERASE CHAIN REACTION) TESTING

PURPOSE Detects current virus infection of COVID-19

PROCEDURE
Nasal swab  

Results are either (+) or (-)

FREQUENCY Daily for every employee entering the workplace

PROS

Used to diagnose current infection 

Indicates infection status which allows companies to take actions and prevent transmission

May be positive 1-2 days before symptoms

CONS

Only available in CLIA certified labs* 
(*CLIA: FDA/CMS/CDC related certification, typically hospital-based labs) 

False negatives 
Turnaround time typically longer than other tests

ANTIBODY TESTING

PURPOSE Detects human antibodies due to past infection of COVID-19

PROCEDURE
Blood draw or finger stick 

Results based on IgM and IgG (+) or (-)

FREQUENCY Daily for every employee entering the workplace

PROS Detect those with past exposure 

CONS

Limited test availability

Antibody detection may be delayed 7-11 days

May not infer true immunity

Does not detect current COVID-19 infections, so additional test may be needed
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COVID-19
BUSINESS INTERRUPTION CLAIMS: 
WHAT TO EXPECT

EVALUATION

TEMPERATURE TESTING

PURPOSE Detect high-risk individuals 

SUPPLIES Infrared thermometer, PPE, disinfectant wipes

FREQUENCY Daily for every employee entering the workplace

PROS

Can identify members as high-risk of having acute COVID-19 infection

CDC approved procedures

Safe for staff/testers

Keeps most high-risk members out of facilities

Identifies those in need of further evaluation

Streamlines return to work process

CONS

Does not identify asymptomatic COVID-19 positive individuals

Can be costly depending on duration of testing needs

Numerous considerations if employer facilitates the tests

KIOSKS

PURPOSE Detect high-risk individuals 

PROCEDURE Stand in front of kiosk to take body temperature 

SUPPLIES Desk stand/wall mount/floor standing kiosk

FREQUENCY Daily for every employee entering the workplace

PROS

May be more cost effective than hiring a vendor or asking HR to take onsite 
temperatures 

No contact & fully automated

Detects body temperature in ~1 second

Displays a successful message or warning with traffic light style LED lights

Built-in speakers provide verbal alerts including warnings for abnormal 
temperatures

Employer can decide acceptable temperature threshold 

CONS Employers must determine follow-up requirements depending on results
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DO NOT VIOLATE YOUR EMPLOYEE’S CONFIDENTIALITY
While you must disclose the presence of COVID-19 to everyone who was possibly exposed to the virus, privacy 
laws require you do so without exposing the individual employee’s identity.2

DISINFECT AND CLEAN WORK SPACES
Surfaces in their workspace should be thoroughly cleaned and disinfected. Follow the CDC’s guidelines on 
cleaning and disinfecting the impacted facility.3

ONCE THE EMPLOYEE RETURNS TO WORK4

PRE-SCREEN
Employers should measure the employee’s temperature and assess symptoms prior to them starting work. Ideally, 
temperature checks should happen before the individual enters the facility.

REGULAR MONITORING
As long as the employee doesn’t have a temperature or symptoms, they should self-monitor under the supervision 
of their employer’s occupational health program.

WEAR A MASK
The employee should wear a face mask at all times while in the workplace for 14 days after last exposure. Employers 
can issue facemasks or can approve employees’ supplied cloth face coverings in the event of shortages.

SOCIAL DISTANCE
The employee should maintain 6 feet and practice social distancing as work duties permit in the workplace.

We’re more than just insurance. IMA goes the extra mile to bring you tools, 
research and insights to help your business face the many challenges of 
operating in a rapidly changing environment.

Please be advised that this whitepaper is an educational and informational resource only. The views and statements expressed herein are not to be construed 
as legal advice from the authors or IMA and such communication is not protected under the attorney client privilege. Recipients should seek specific legal 
advice from competent legal counsel of your choice. 

2 https://imacorp.com/wp-content/uploads/2020/04/CommonQuestions_FamiliesFirst_040220.pdf
3 https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/cleaning-disinfection.html
4 https://www.cdc.gov/coronavirus/2019-ncov/community/critical-workers/implementing-safety-practices.html
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CONTACT TRACING

PURPOSE
To prevent further spread of COVID-19 by determining employees with suspected 
or confirmed infection

PROCEDURE

Work with employees to help them recall everyone with whom they had close 
contact during the timeframe while they may have been infectious 

Staff quickly warn these exposed individuals of their potential exposure  

Contacts are provided information on what to do next

FREQUENCY As soon as possible after employee tests positive for COVID-19

PROS
May prevent further spread of COVID-19

May encourage self-isolation of potentially exposed individuals 

CONS

Can be challenging for employees to recall all potential contacts

Skilled professionals need to facilitate contact tracing

High cost may not outweigh the benefit

QUESTIONNAIRE

PURPOSE Assesses potential COVID-19 exposure

PROCEDURE Employee completes a series of questions online or on paper

SUPPLIES Paper/tablet, pens, clipboards, PPE, disinfectant wipes

FREQUENCY Daily for every employee entering the workplace

PROS
Learn if employees have an increased COVID-19 exposure potential 

Easy to administer

CONS

Concerns with validity (employees may not know certain answers or may feel 
inclined to lie)

Employers need to determine follow-up requirements depending on 
questionnaire results 


